AD18712 - CYBER SECURITY LABORATORY

EX NO:1-A.i IMPLEMENTATION OF CAESAR CIPHER

DATE:

AIM:
To perform Caesar Cipher technique for the given input text.
DESCRIPTION:

1. Caesar Cipher works by shifting the letters in the plaintext message by a certain number
of positions, known as the “shift” or “key”.

2. It’s simply a type of substitution cipher, i.e., each letter of a given text is replaced by a
letter with a fixed number of positions down the alphabet.

ALGORITHM:

Choose a shift value between 1 and 25.

Write down the alphabet in order from A to Z.

Create a new alphabet by shifting each letter of the original alphabet by the shift value.
Replace each letter of the message with the corresponding letter from the new alphabet.

AN

To decrypt the message, shift each letter back by the same amount.
PROGRAM:

import java.util.*;

class caesar cipher{

static StringBuilder encrypt(String str, int n){
StringBuilder res = new StringBuilder();

for(int i=0;i<str.length();i++){
if((int)str.charAt(i1)>=65 && (int)str.charAt(i)<=90){
char ¢ = (char)(((int)(str.charAt(i)+n-65))%26+65);
res.append(c);

}

else if ((int)str.charAt(i1)>=97 && (int)str.charAt(i)<=122){
char a = (char)(((int)(str.charAt(i)+n-97))%26+97);
res.append(a);

h

h

return res;

}
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static StringBuilder decrypt(String str, int n){
StringBuilder res = new StringBuilder();

for(int i=0;i<str.length();i++){

if((int)str.charAt(i)>=65 && (int)str.charAt(i)<=90){

char ¢ = (char)(((int)(str.charAt(i)-n-65))%26+65);
res.append(c);

h

else if ((int)str.charAt(1)>=97 && (int)str.charAt(i1)<=122){
char a = (char)(((int)(str.charAt(1)-n-97))%26+97);
res.append(a);

h
h

return res;

b

public static void main(String[] args){
Scanner s = new Scanner(System.in);
System.out.print("Enter the String : ");
String str = s.nextLine();
System.out.print("Enter the key value : ");
int shift = s.nextInt();

StringBuilder en = encrypt(str,shift);
StringBuilder de = decrypt(en.toString(),shift);
System.out.print("Encrypted String : ");
System.out.println(en.toString());
System.out.print("Decrypted String : ");
System.out.println(de.toString());

h
h

OUTPUT

Enter the string : HELLO
Enter key value:3
Encrypted= KHOOR
Decrypted= HELLO

RESULT:
Thus the Caesar Cipher technique has been executed successfully
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AD18712- CYBER SECURITY LABORATORY

EX NO:1-A.ii IMPLEMENTATION OF VIGENERE CIPHER

DATE:

AIM
To perform Vigenere Cipher technique for the given input text.
DESCRIPTION

1. Vigenere Cipheruses a simple form of polyalphabetic substitution using multiple
substitution alphabets.

2. The encryption of the original text is usually done using the Vigenere square or Vigenere
table. The table consists of the alphabets written out 26 times in different rows, each
alphabet shifted cyclically to the left compared to the previous alphabet, corresponding to
the 26 possible Caesar Ciphers.

3. A more easy implementation could be to visualize Vigenére algebraically by converting
[A-Z] into numbers [0—25].

4. For Encryption, Ei = (Pi + Ki) mod 26

5. For Decryption ,Di = (Ei - Ki) mod 26

ALGORITHM

1. Create a key that repeats in a cyclic manner until its length matches the length of the
plaintext.

2. Convert each character of the plaintext and the corresponding character of the key to a
numerical value (0-25) based on their position in the alphabet.

3. Perform encryption and decryption and covert the result value to a character to form the
ciphertext and plain text respectively

PROGRAM
import java.util.*;
class Vig_cipher{
static String generateKey(String str, String key)
{
int x = str.length();
for (int1=0; ; 1++)
{
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if (x ==1)
1=0;
if (key.length() == str.length())
break;
key+=(key.charAt(1));
j

return key;

}

static String cipherText(String str, String key)
{
String cipher text="";
for (int i = 0; 1 < str.length(); i++)
{
int x = (str.charAt(i) + key.charAt(1)) %26;

X += vAv;

cipher text+=(char)(x);

b

return cipher_text;

}

static String original Text(String cipher text, String key)

{

String orig_text="";
for (inti=0; i <cipher_ text.length() &&
1 < key.length(); i++)

int X = (cipher_text.charAt(i) -
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key.charAt(1) + 26) %26;
X +="A";
orig_text+=(char)(x);
}
return orig_text;
}
public static void main(String[] args){
Scanner s = new Scanner(System.in);
System.out.print("Enter the String : ");
String str = s.nextLine();
System.out.print("Enter the key word : ");
String keyword = s.nextLine();
String key = generateKey(str, keyword);
String cipher text = cipherText(str, key);
System.out.println("Ciphertext : " + cipher_text + "\n");

System.out.println("Original/Decrypted Text : " + originalText(cipher text, key));

b
b

OUTPUT

Enter Plain text : GEEKSFORGEEKS
Enter Keyword : AYUSH

Ciphertext : GCYCZFMLYLEIM
Decrypted Text : GEEKSFORGEEKS

RESULT:
Thus the Vigenere Cipher technique has been implemented successfully.
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AD18712- CYBER SECURITY LABORATORY

EX NO: 1-A.iii IMPLEMENTATION OF ONE TIME PAD ALGORITHM

DATE:

AIM
To perform One Time Pad algorithm technique for the given input text.
DESCRIPTION

1. One Time Pad algorithm is the improvement of the Vernam Cipher where we assign a
number to each character of the Plain-Text.

2. The ciphertext generated by the One-Time pad is random, so it does not have any statistical
relation with the plain text.

3. It can be used for low-bandwidth channels requiring very high security(ex. for military
uses).

ALGORITHM

1. Initialize cipher array of key length which stores the sum of corresponding no.'s of
plainText and key.

2. Calculate the sum and if the sum is greater than 25 subtract 26 from it and store that
resulting value.

3. For Decryption, find out the difference and if it is less than 0 add 26 and store it in the
array.

4. Convert integer values into corresponding character to generate cipher and plain text.

PROGRAM

import java.util.*;

public class Main {

public static String Encrypt(String text, String key)
{

String cipherText ="";

int cipher[] = new int[key.length()];

for (int 1 = 0; 1 < key.length(); i++){

cipher[i] = text.charAt(i) - 'A'+ key.charAt(i)- 'A';
}
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for (int 1 = 0; 1 < key.length(); i++) {
if (cipher[i] > 25) {

cipher[i] = cipher][i] - 26;

}

}

for (int 1 = 0; 1 < key.length(); i++) {
int x = cipher[i] +'A";

cipherText += (char)x;

}

return cipherText;

}

public static String Decrypt(String s, String key)
{

String plainText ="";

int plain[] = new int[key.length()];
for (int i = 0; 1 < key.length(); i++) {
plain[i] = s.charAt(i) - 'A" - (key.charAt(i) - 'A");
}

for (int 1 = 0; 1 < key.length(); i++) {
if (plain[i] <0) {

plain[i] = plain[i] + 26;

}

}

for (int i = 0; 1 < key.length(); i++) {
int x = plain[i] +'A";

plainText += (char)x;

}
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return plainText;

}

public static void main(String[] args)

{

Scanner s = new Scanner(System.in);
System.out.println("Enter the plain text in uppercase:");
String plain = s.nextLine();

System.out.println("Enter the key in uppercase:");
String key = s.nextLine();

String encryptText = Encrypt(plain, key);
System.out.println("Cipher Text - " + encryptText);
String decryptText = Decrypt(encryptText, key);

System.out.println("Message - " + decryptText);

b
b

OUTPUT:

Enter plain text : HELLO
Enter Key word : MONEY
Cipher Text - TSYPM
Message - HELLO

RESULT:
Thus One Time Pad algorithm technique has been implemented successfully.
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AD18712 - CYBER SECURITY LABORATORY

EX NO:1-B.i IMPLEMENTATION OF RAIL FENCE

DATE:

AIM:
To perform Rail Fence technique for the given input text.

DESCRIPTION:

1. Zigzag Pattern: The Rail Fence Cipher arranges the plaintext in a zigzag pattern across
multiple rows (rails) based on a specified number of rails (key).

2.  Encryption Process: Characters are placed on the rails in a diagonal pattern, moving
downwards and then upwards, filling the rails sequentially.

3. Cipher Text Formation: After filling the rails, the encrypted message is formed by reading
the characters row by row, concatenating them to create the cipher text.

4. Decryption Process: To decrypt, the zigzag pattern is reconstructed, and characters from the
cipher text are placed back into their original positions, allowing the original message to be
retrieved.

ALGORITHM:

1. Set up the input text and number of rails (key).

2. Traverse the text and place characters in a zigzag pattern across the rails.

3.  Concatenate characters from each rail to create the encrypted text.

4. Determine the zigzag pattern positions and place cipher text characters into them.

5. Traverse the rails in the zigzag pattern to recover the original message.

PROGRAM:
Import java.util.*;
class rail fence{

public static String encrypt(String text,int key)

{
char[][] rail=new char[key][text.length()];

for (int i=0;i<key;i++)
Arrays. fill(rail[i], -");
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boolean down=false;
int row=0,col=0;

for(int i=0;i<text.length();i++){
if(row==0|[row==key-1)
down=!down;
rail[row][col++]=text.charAt(i);
if(down)

row++;

else

row--;

}

StringBuilder result=new StringBuilder();
for(int i=0;i<key;i++)

for(int j=0;j<text.length();j++)
if(rail[i][j]!="-")
result.append(rail[i][j]);

return result.toString();

b

public static String decrypt(String cipher,int key)

{
char[][] rail=new char[key][cipher.length()];

for(int i=0;i<key;i++)
Arrays.fill(rail[i],'-");

boolean ddown=true;
int row=0,col=0;

for(int i=0;i<cipher.length();i++){
if(row==0)
ddown=true;
if(row==key-1)
ddown=false;
rail[row][col++] ="*';
if(ddown)
row+-+;
else
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b

row--;
b
int index=0;
for(int i=0;i<key;i++)
for(int j=0;j<cipher.length();j++)
if(rail[1][j] == "*' && index < cipher.length())
rail[1][j] = cipher.charAt(index++);

StringBuilder result=new StringBuilder();
row = 0;
col =0;

for(int i=0;i<cipher.length();i++){
if(row==0)
ddown=true;
if(row==key-1)
ddown=false;
if(rail[row][col]!="*")
result.append(rail[row][col++]);
if(ddown)
row-++;
else
row--;

return result.toString();

}

public static void main(String[] args)

{

Scanner s=new Scanner(System.in);
System.out.println("Enter the Plain text:");
String plainText=s.nextLine();
System.out.println("Enter the key:");

int key=s.nextInt();

String railFence=encrypt(plainText,key);

System.out.println("Encrypted Message:"+railFence);

String message=decrypt(railFence, key);

System.out.println("Decrypted Message:"+message);

j
j

OUTPUT
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Enter the plain text : CYBERSECURITY
Enter key value: 3

Encrypted message= CRUYYESCRTBEI
Decrypted message= CYBERSECURITY

RESULT:
Thus the Rail Fence technique has been executed successfully.
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AD18712 - CYBER SECURITY LABORATORY

EX NO:1-B.ii IMPLEMENTATION OF ROW&COLUMN TRANSFORMATION
CIPHER

DATE:

AIM:
To perform Row & Column Transformation Cipher technique for the given input text.
DESCRIPTION:

1. Row Transformation: In this step, the plain text is written into a matrix row-wise, filling each
row sequentially with characters from the text.

2. Column Permutation: After filling the matrix, the columns are rearranged according to a
predetermined key or sequence, effectively scrambling the order of the characters in the text.

3. Ciphertext Generation: The ciphered text is generated by reading the characters column-wise
from the rearranged matrix, producing the final encrypted message.

4. Key Importance: The security of the cipher relies on the secrecy of the key used for column
permutation. Without the key, decrypting the message is challenging.

5. Decryption Process: To decrypt, the ciphertext is written into a matrix column-wise, then the
columns are rearranged back to their original order using the key, followed by reading the plain
text row-wise.

ALGORITHM:

Write the plain text into a matrix row-wise based on the key's length, padding with extra characters
if necessary.

Rearrange the matrix columns according to the sequence specified by the key.

Read the matrix column-wise to generate the ciphertext.

Populate a matrix column-wise using the ciphertext and reorder the columns based on the key.
Read the matrix row-wise to retrieve the original plain text, removing any padding characters.

PROGRAM:

import java.util.*;
public class Main {
static Map<Character, Integer> keyMap = new HashMap<>();
static void setPermutationOrder(String key) {
for (int 1 = 0; 1 < key.length(); i++) {
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keyMap.put(key.charAt(i), 1);
h

h
static String encryptMessage(String msg, String key) {

int row, col;
StringBuilder cipher = new StringBuilder();
col = key.length();
row = (int) Math.ceil((double) msg.length() / col);
char[][] matrix = new char[row][col];
for (inti=0, k= 0; i <row; i++) {
for (intj=0;j<col;) {
if (k <msg.length()) {
char ch = msg.charAt(k);
if (Character.isLetter(ch) || ch=="") {
matrix[i][j] = ch;
Jt
b
k++;
} else {
matrix[i][j] ="";

for (Map.Entry<Character, Integer> entry : keyMap.entrySet()) {
int columnIndex = entry.getValue();
for (int 1= 0; i <row; i++) {
if (Character.isLetter(matrix[i][columnIndex]) || matrix[i][columnIndex] == "' ' ||
matrix[i][columnIndex] =="") {
cipher.append(matrix[i][columnIndex]);
}
}
H
return cipher.toString();
H
static String decryptMessage(String cipher, String key) {
int col = key.length();

int row = (int) Math.ceil((double) cipher.length() / col);
char[][] cipherMat = new char[row][col];
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int k= 0;
for (int j = 0; j < col; j++) {
for (int 1= 0; i <row; i++) {
cipherMat[i][j] = cipher.charAt(k);
k++;
}
}
int index = 0;
for (Map.Entry<Character, Integer> entry : keyMap.entrySet()) {
entry.setValue(index+-+);
§
char[][] decCipher = new char[row][col];
for (int 1 = 0; 1 < key.length(); 1++) {
int columnIndex = keyMap.get(key.charAt(l));
for (int1=0; i <row; i++) {
decCipher[i][1] = cipherMat[i][columnIndex];
H

h
StringBuilder msg = new StringBuilder();

for (int 1= 0; i <row; i++) {
for (int j = 0; j <col; j++) {
if (decCipher([i][j]!="") {
msg.append(decCipher([i][j]);
}
b
h
return msg.toString();
h
public static void main(String[] args) {
Scanner s=new Scanner(System.in);
System.out.printIn("Enter the Plain text:");
String plainText=s.nextLine();
System.out.println("Enter the key:");
String key=s.nextLine();
setPermutationOrder(key);
String cipher=encryptMessage(plainText,key);
System.out.println("Encrypted Message: "+cipher);
String message=decryptMessage(cipher,key);
System.out.println("Decrypted Message:"+message);

i
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OUTPUT

Enter the plain text : NARUTOUZUMAKI
Enter key value: RAMEN

Encrypted message= AUKNOAUU RZITM
Decrypted message= NARUTOUZUMAKI

RESULT:
Thus the Row & Column transformation cipher technique has been executed successfully.
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EXNO: 1 STUDY OF SYMMETRIC ENCRYPTION TECHNIQUES
DATE: A) SUBSTITUTION CIPHERS-CAESAR CIPHER

CASE STUDY 1: The Lost Scroll

In ancient Rome, a general named Cassius faces a challenge: he needs to send a secret message to
his allies about an upcoming battle. Cassius decides to use a Caesar Cipher, a simple encryption
method, to protect his communication. The Caesar Cipher works by shifting each letter in the
message by a certain number of positions in the alphabet. Cassius chooses a shift of 4 for this task.
However, the security of his method comes into question, and we explore its effectiveness in this
case study.

AIM:

To demonstrate the encryption and decryption process of a message using the Caesar Cipher with
different shifts. In particular:

1. Encrypt a message "ATTACK AT DAWN" with a Caesar Cipher using a shift of 4.

2. Decode the message "EXXEGO EX HEAR" knowing it was encoded with a Caesar Cipher
using a shift of 4.

3. Assess the security of the Caesar Cipher.
4. Encrypt the message "ATTACK AT DAWN" using a Caesar Cipher with a shift of 7.
ALGORITHM:

The Caesar Cipher shifts each letter in the message by a fixed number of positions (shift) down or
up the alphabet. The algorithm can be described in two main steps:

1. Encryption: For each letter in the plaintext, replace it with the letter shifted by the
specified number of positions forward in the alphabet.

2. Decryption: For each letter in the encrypted message, replace it with the letter shifted by
the specified number of positions backward in the alphabet.

Encryption Process:
e For each letter in the message:
o Convert it to its corresponding position in the alphabet (A=0,B =1, ..., Z = 25).
o Apply the shift by adding the shift value to the current position.
o Ensure the new position is within the range of the alphabet (use modulo 26).

o Convert the new position back to a letter.
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Decryption Process:

For each letter in the encrypted message:
o Convert it to its corresponding position in the alphabet.
o Apply the inverse of the shift by subtracting the shift value.
o Ensure the result is within the range of the alphabet (use modulo 26).

o Convert the new position back to a letter.

RESULTS:

1.

What will the encrypted message look like after applying a Caesar Cipher with a shift
of 4?

To encrypt the message "ATTACK AT DAWN" using a Caesar Cipher with a shift of 4,
each letter in the message is shifted 4 positions forward in the alphabet.

'A" becomes 'E'

'T' becomes X'

'C' becomes 'G'

'K' becomes 'O’

'D' becomes 'H'

"'W' becomes 'A'

N' becomes 'R’

The encrypted message would be:
"EXXEGO EX HEAR"

If the allies receive the message "EXXEGO EX HEAR," how can they decode it using
the Caesar Cipher? What should they do if they know the shift is 4?

To decode the message "EXXEGO EX HEAR", knowing that the Caesar Cipher shift is 4,
we shift each letter backwards by 4 positions:

'E' becomes 'A'

X" becomes 'T"

'G' becomes 'C'

'0O' becomes 'K’

'H' becomes 'D'

'A' becomes 'W'

'R' becomes N'

So, the decoded message is: "ATTACK AT DAWN"
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3.  Cassius is concerned about the safety of his message. Explain how secure a Caesar
Cipher is and what could happen if the enemy intercepts the message.

The Caesar Cipher is not very secure by modern standards. It is vulnerable to several forms
of attack:

o Brute Force Attack: Since there are only 25 possible shifts (1 to 25), an attacker can simply
try all possible shifts until the message is readable.

o Frequency Analysis: In longer messages, common letters like 'E', 'T', and 'A' appear
frequently in English, allowing an attacker to match letter frequencies to decrypt the
message without knowing the exact shift.

If the enemy intercepts the message, they could easily decrypt it using one of these
methods, rendering the secret message insecure.

4. Suppose Cassius decides to change the shift to 7. What would the new encrypted
message be for "ATTACK AT DAWN"?

If Cassius changes the shift to 7, we shift each letter of the original message "ATTACK
AT DAWN" by 7 positions forward in the alphabet:

e 'A'becomes 'H'

e 'T'becomes'A'

e 'C'becomes ')

e 'K'becomes 'R’

e 'D'becomes 'K'

e '"W'becomes 'D'

e 'N'becomes 'U’

The new encrypted message would be:
"HAAJHR HA KDRU"
RESULT:

This case study demonstrates the process of encrypting and decrypting messages using a
Caesar Cipher with different shifts. Although simple to implement, the Caesar Cipher
provides very little security due to its vulnerability to brute force and frequency analysis
attacks. A more secure encryption algorithm should be used for sensitive information in
modern contexts.
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CASE STUDY 2: The Secret Recipe

A famous Roman chef, Quintus, has a secret recipe that he shares only with his apprentice. He
encrypts the recipe using a Caesar Cipher with a shift of 3. The original message is "BOIL
WATER FOR TEN MINUTES."

AIM:

To encrypt a secret recipe using a Caesar Cipher with a shift of 3, and then demonstrate the
decryption process. Additionally, to discuss possible methods of breaking the Caesar Cipher and
analyze whether increasing the shift would improve security.

ALGORITHM:

The Caesar Cipher algorithm shifts each letter in the message by a fixed number of positions (in
this case, by 3). The steps involve:

1. Encryption: Each letter is shifted forward by 3 positions in the alphabet.

2. Decryption: The encrypted message is shifted backward by 3 positions to retrieve the original
message.

Encryption Process:
o For each character in the original message, shift the letter 3 positions forward.
o Keep non-alphabetical characters (e.g., spaces) unchanged.

Decryption Process:

e For each character in the encrypted message, shift the letter 3 positions backward to its original
position.

o Keep non-alphabetical characters unchanged.

Implementation Results:
1. Encrypt the recipe using a Caesar Cipher (shift 3):
o Original recipe: "BOIL WATER FOR TEN MINUTES"
o Encrypted message: "ERLO ZDWHU IRU WHQ PLQXWHV"
2. Decrypt the message "ERLO ZDWHU IRU WHQ PLQXWHYV" (shift 3):
o Encrypted message: "ERLO ZDWHU IRU WHQ PLQXWHV"
o Decrypted message: "BOIL WATER FOR TEN MINUTES"
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Answers to the Questions:

1. How does Quintus encrypt the recipe using the Caesar Cipher?

Quintus encrypts the message by shifting each letter of the original message by 3 positions
forward in the alphabet:

'B' becomes 'E'
'O" becomes 'R’
'I' becomes 'L

'L' becomes 'O’
'W' becomes 'Z'
'A' becomes 'D'
'T' becomes "W’
'E' becomes 'H'
'R' becomes U’

and so on.

The encrypted message is: "ERLO ZDWHU IRU WHQ PLQXWHV"

2. Steps the apprentice should take to decrypt the message "ERLO ZDWHU IRU WHQ

PLQXWHYV":

The apprentice knows that the message was encrypted with a Caesar Cipher and that the shift is
3. The apprentice would:

Shift each letter in the message backward by 3 positions in the alphabet.
Non-alphabetical characters (like spaces) remain unchanged.

This decryption process will recover the original message:
"BOIL WATER FOR TEN MINUTES"

3. What methods could a third party use to break the Caesar Cipher?

If a third party intercepts the encrypted message, they can use the following methods to break it:

Brute Force Attack: Since there are only 25 possible shifts in the Caesar Cipher (excluding the
trivial shift of 0), the third party can try all possible shifts to decrypt the message. For each shift,
they would apply the decryption process and check if the result makes sense.

Frequency Analysis: In English, certain letters (like 'E', 'T", 'A', and 'O") appear more frequently
than others. The third party can analyze the frequency of letters in the encrypted message and
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compare it with the expected frequencies in English text. Once they identify the most common
letter in the cipher, they can estimate the shift based on the difference in frequency.

These methods are quite feasible because the Caesar Cipher is inherently weak due to its limited
number of possible shifts and its failure to obscure letter frequencies.

4. Would increasing the shift to 15 make the message more secure?

No, increasing the shift to 15 would not significantly improve the security of the Caesar Cipher.
The reason is that the number of possible shifts remains limited to 25 (because a shift of 26 or
more simply wraps around to the original message). Therefore, a shift of 15 can still be easily
broken by brute force, as the third party can try all 25 possible shifts in a short amount of time.
Additionally, frequency analysis would remain effective.

Although increasing the shift to 15 changes the appearance of the encrypted message, it does not
fundamentally make the cipher more secure.

Encrypted message with shift 15 for "BOIL WATER FOR TEN MINUTES":
"QDXA LPIMA UDA IRC BXCJIDTIH"

RESULT:

This case study demonstrates the encryption and decryption process using a Caesar Cipher with a
shift of 3. The algorithm is simple to implement but also easy to break using brute force or
frequency analysis. Increasing the shift (e.g., to 15) does not significantly improve security, as the
cipher remains vulnerable to attacks. More secure encryption algorithms should be used in modern
contexts.
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CASE STUDY 3: The General's Secret Orders

In World War 11, a general named Thompson needs to send a top-secret order tohis battalion. He
uses a Caesar Cipher with a shift of 5 to encrypt his message. Theoriginal message is "HOLD
THE LINE."

AIM:

To demonstrate the encryption and decryption of a military message using a Caesar Cipher with
a shift of 5, and analyze the security of using the Caesar Cipher for transmitting sensitive orders
in real-time military operations.

ALGORITHM:

The Caesar Cipher is a type of substitution cipher where each letter in the plaintext is shifted by
a fixed number (shift) of positions down the alphabet. The decryption is done by reversing this
shift.

Encryption Process:
o For each letter in the original message, shift it forward by 5 positions.
e Non-alphabetic characters remain unchanged.
Decryption Process:
o For each letter in the encrypted message, shift it backward by 5 positions.

e Non-alphabetic characters remain unchanged

IMPLEMENTATION RESULTS:
1. Encrypt the message using a Caesar Cipher (shift 5):
o Original message: "HOLD THE LINE"
o Encrypted message: "MTQI YMJ QNSJ"
2. Decrypt the message "MTQI YMJ QNSJ" (shift 5):
o Encrypted message: "MTQI YMJ QNSJ"
o Decrypted message: "HOLD THE LINE"
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ANSWERS TO THE QUESTIONS:

1. What will the encrypted message look like after applying a Caesar Cipher with a shift of
5?

After applying a shift of 5 to the message "HOLD THE LINE":
e 'H' becomes ™'
e 'O'becomes T
e 'L'becomes'Q'
e 'D'becomes'T
e 'T"becomes'Y'
e 'H' becomes ™'
e 'E'becomes ')
e 'L'becomes'Q'
e 'T'becomes N'
e 'N'becomes'S'
e 'E'becomes ')

The encrypted message is: "MTQI YMJ QNSJ"

2. If a battalion soldier receives the message ""MTQI YMJ QNSJ," how can they decode it?

To decode the message, the soldier must reverse the Caesar Cipher by shifting each letter
backward by 5 positions:

e 'M'becomes 'H'
e 'T'becomes 'O’
e 'Q'becomes 'L’
e 'T'becomes 'D'

e 'Y'becomes T
e 'M'becomes 'H'
e 'J'becomes 'E'

e 'Q'becomes 'L’
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e 'N'becomes'l'
e 'S'becomes 'N'
e 'J'becomes 'E'

The decrypted message is: "HOLD THE LINE"

3. How secure is a Caesar Cipher for transmitting such orders, and what risks are involved?

The Caesar Cipher is not secure for transmitting sensitive orders, especially in real-time military
operations, because:

e Brute Force Attacks: There are only 25 possible shifts in the Caesar Cipher (excluding
0), so an attacker could try all possible shifts and decode the message relatively quickly.

o Frequency Analysis: In any language, certain letters appear more frequently than others
(e.g., 'E' is the most common letter in English). By analyzing the frequency of letters in the
encrypted message, an attacker can estimate the shift and decrypt the message without
needing to try all shifts.

Risks:

o Ifintercepted, the encrypted message can be cracked within minutes, revealing top-secret
military orders.

e Once the method of encryption is known, all future messages using the Caesar Cipher are
vulnerable to decryption by the enemy.

4. How could the general improve the security of the message in real-time military operations?
To improve the security of the message, the general could:
1. Use a More Advanced Cipher:

o A stronger cipher, such as the Vigenére Cipher, which uses a keyword instead of
a single shift, making brute-force attacks much harder.

o Alternatively, modern encryption techniques such as AES (Advanced Encryption
Standard) would provide far superior security compared to the Caesar Cipher.

2. Key Rotation:

o Regularly change the cipher key (e.g., shift value or encryption method) to prevent
attackers from using the same technique to decrypt multiple messages.

3. Use One-Time Pads:
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o In military operations, a one-time pad (where each message is encrypted with a
unique, random key known only to the sender and receiver) is theoretically
unbreakable if used correctly.

4. Encrypt with Public-Key Cryptography:

o In modern systems, public-key cryptography (like RSA) can be used to securely
transmit keys, after which the actual message can be encrypted with symmetric
encryption methods like AES.

RESULT:

The Caesar Cipher is too weak for real-time military communications due to its susceptibility to
brute force and frequency analysis attacks. Though it is simple and easy to implement, it offers
very little security. To secure sensitive orders, General Thompson should adopt more advanced
encryption methods such as AES, Vigenere Cipher, or one-time pads. Additionally, employing
public-key cryptography would provide a modern and robust solution to secure military
communications.
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CASE STUDY 4: Annual treasure hunt

In a small town, a local museum holds an annual treasure hunt event. This year, the curator, Mrs.
Amelia, decided to add a twist to the event by including encrypted messages in the clues. She
used a Caesar cipher, shifting each letter by a certain number of places down the alphabet. The
participants, a group of young detectives, found the first clue, which was a pieceof paper with
the following encrypted message: "Xlmw mw xlmro Imwi, xlmro mw gsqtpixih." They
quickly realized it was a Caesar cipher but didn't know the shift value. They remembered that
Mrs. Amelia liked simple puzzles, so they guessed that the shift might be small. After some trial
and error, they deciphered the message to reveal the following clue: "This is third hint, third is
completed." With each subsequent clue, the shift value changed slightly, keeping the young
detectives on their toes. They had to solve each encrypted message to progress through the
treasure hunt. One of the clues, however, stumped them: "Qeb ixwv Irq gl ivrpb!" They knew
they were close to the treasure but couldn't figure out the shift value for this one

AIM:

To demonstrate how to decrypt a Caesar Cipher message with an unknown shift value, as part of
a treasure hunt event organized by a museum. The objective is to find the correct shift value to
decode the given message "Qeb ixwv Irq gl ivrpb!"

ALGORITHM:

e Understand the Caesar Cipher: In a Caesar cipher, each letter in the plaintext is shifted
by a fixed number down the alphabet. For example, with a shift of 1, A becomes B, B
becomes C, and so on. If the shift goes beyond Z, it wraps around to A.

e Deciphering Process:

e For each character in the encrypted message:
o If the character is a letter (A-Z or a-z):
= Shift it back by the given shift value.
*  Wrap around if necessary.
o If the character is not a letter (like spaces or punctuation), leave it unchanged.

e Brute Force Decryption: Since the problem states that the shift value is small, we can try
all possible shift values (1 to 25) to find the correct one that results in a meaningful
message.
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ANSWERS TO QUESTIONS:
1. What is the Caesar cipher, and how does it work?

The Caesar cipher is a type of substitution cipher named after Julius Caesar, who reportedly used
it in his private correspondence. It works by shifting each letter of the plaintext (the original
message) by a fixed number of places down or up the alphabet.

¢ How it works:
o Each letter in the alphabet is assigned a position (A=0, B=1, C=2, ..., Z=25).

o To encrypt a letter, you add the shift value to its position. For example, with a shift
of 3, A (0) becomes D (3), B (1) becomes E (4), and so on.

o If the shift goes beyond Z, it wraps around to the beginning of the alphabet (A).

o For decryption, you simply reverse the process by subtracting the shift value from
the letter's position.

2. Explain the process the young detectives used to decode the first message.

To decode the first message, "XImw mw xlmro Imwi, xImro mw gsqtpixih," the young
detectives followed these steps:

1. Recognizing the Cipher: They recognized that the message was encrypted using a Caesar
cipher and that a shift value was involved.

2. Guessing the Shift: Knowing that Mrs. Amelia preferred simple puzzles, they guessed that
the shift value might be small.

3. Trial and Error: They tried various shift values (most likely from 1 to 5) until they found
that a shift of 4 successfully decrypted the message.

4. Decoding: With the correct shift, they transformed the encrypted message back into plain
text, revealing the clue: "This is third hint, third is completed."

3. If the original message for "Qeb ixwv Irq ql ivrpb!" is "The game ends at dawn!", what
is the shift value?

To determine the shift value used in the Caesar Cipher for the original message "The game
ends at dawn!" and the encrypted message "Qeb ixwv Irq gl ivrpb!", you can compare
corresponding letters from both messages.
Calculate the Shift:
o Convert each letter to its corresponding position in the alphabet (A=0, B=1, ..., Z=25):
o T is the 20th letter (T = 19 in 0-indexing).
o Qisthe 17th letter (Q = 16 in 0-indexing).
e For our letters: Shift=19—16=3\text{Shift} =19-16=3
e Shift=19-16=3
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4. How would you decrypt a message if you didn’t know the shift value in advance?
If the shift value is unknown, you can decrypt a message using the following methods:

1. Brute Force Attack: Try every possible shift value (1 through 25) and see which one
produces a coherent message. This method is effective due to the limited number of shifts.

2. Frequency Analysis: Analyze the frequency of letters in the encrypted message. Common
letters in the English language are 'E', 'T', 'A', 'O', 'I', and 'N'. By identifying the most
frequent letters in the ciphertext and matching them to common letters in English, you can
deduce the possible shift.

nn

3. Pattern Recognition: Look for common short words (like "the," "and," "is") or letter
patterns (like double letters) in the ciphertext that could help identify the shift.

5. Why might Mrs. Amelia choose to change the shift value for each clue? What effect does
this have on the difficulty?

Mrs. Amelia likely chose to change the shift value for each clue to increase the challenge
and engagement of the treasure hunt. Here are some reasons and effects:

e Increased Difficulty: By changing the shift, it prevents participants from easily
deciphering the clues using a single method or memorizing the shift.

e Encourages Critical Thinking: Participants need to think creatively and use problem-
solving skills to decode each message, making the hunt more interactive and enjoyable.

e Variety in Puzzles: Different shifts introduce variety, ensuring that each clue feels fresh
and unique.

e Enhanced Engagement: The challenge of figuring out the varying shifts keeps
participants interested and motivated to continue searching for the treasure.

Overall, this approach makes the event more exciting and requires the detectives to work
together and utilize different strategies to succeed.

RESULT:

This case study demonstrated how a Caesar Cipher can be decrypted using a brute-force
method. While simple and fun for puzzles, the Caesar Cipher is not secure for serious use due
to its vulnerability to brute-force and frequency analysis. For better security, more advanced
encryption techniques should be used in practical applications
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CA

SE STUDY 5: The Mysterious Map

In the year 1532, the famous explorer and cartographer Isabella Santiago discovered a hidden
map in an ancient library in Seville. The map supposedly leads to the lost treasure of El
Dorado, a treasure that many have searched for but never found. However, the map was
accompanied by a strange note written in a cipher, making it impossible to read without the
correct decryption method. The note reads: "WKLV PDJ LV QRW ZKDW LW VHHPV. LQ
WKH KHDUWRI WKHMRXUQHB, WKH VHFRQG VWHS WR WKH ULJKW ZLOO
OHDGBRXWRWKH JDWHZDB. OQFH BRX ILQG WKH JDWHZDB, VWHS WKHQF,
DQGORRN IRU WKH JROGHQ NHB." Isabella knew that the note held the key to decoding
the map, but she wasn't sure how to decipher it. She realized that this type of cipher had been
used in ancient times by generals and emperors to protect their most important secrets.
Remembering her studies of historical ciphers, Isabella started to think critically about howshe
could decrypt the note.

AIM:

The objective of this case study is to identify and apply the appropriate cipher to decrypt a hidden
message found alongside a map leading to the treasure of El Dorado, analyze the steps for
decryption, and explore methods to protect the decrypted information from unauthorized access.

IDENTIFYING THE CIPHER:

1. Cipher Identification:
Based on the encrypted text provided ("WKLV PDJ LV QRW ZKDW LW VHHPV"), this
appears to be encrypted using a Caesar Cipher. The Caesar Cipher is a type of substitution
cipher where each letter is shifted by a fixed number of positions in the alphabet. This
particular cipher has been historically used by military leaders and ancient emperors, which
aligns with the context of the case.

ALGORITHM

To decrypt a Caesar cipher:

For
W -

1. Determine the shift: The Caesar cipher uses a fixed shift, typically 3 letters forward or
backward. In most classical cases, a shift of 3 positions is used (as by Julius Caesar
himself).

2. Reverse the shift: Each letter in the ciphertext is replaced with a letter that is 3 positions
earlier in the alphabet (if the shift is 3).

example:
>T,K->H, L->1, and so on.

3. Apply the shift to each letter in the ciphertext to obtain the decrypted message.

Reg No0:2127210502 Page No :30

XXX




ANSWERS TO QUESTIONS

1. Based on the story and the encrypted text, what type of cipher should Isabella useto
decrypt the note? Explain your reasoning.

The note is encrypted using a Caesar Cipher, a type of substitution cipher where letters are shifted
by a fixed number of positions.

2. What steps should Isabella take to decrypt the note?

e Recognize the Caesar cipher pattern.
o Identify the shift used (likely a shift of 3).
e Apply the reverse shift (shifting each letter back by 3 positions) to decrypt the message.

3. Decrypt the first sentence of the note "WKLV PDJ LV QRWZKDWLWVHHPV." using
the identified cipher. What does it say?

The decrypted sentence "WKLV PDJ LV QRW ZKDW LW VHHPV" translates to:
"THIS MAP IS NOT WHAT IT SEEMS".

4. Why might the original author of the note have chosen this particular cipher?

The original author might have chosen the Caesar cipher because it was a popular and relatively
simple method for protecting secrets in ancient times. It was easy to encode yet challenging to
break without knowledge of the shift, especially for untrained individuals.

5. Considering the weaknesses of the cipher you identified, how could Isabella ensure that
once she deciphers the map, no one else can easily decode it if it falls into the wrong hands?

To ensure that no one else can easily decode the message once it's decrypted, Isabella could:

e Re-encrypt the message using a more advanced cipher such as the Vigenére cipher (which
uses a keyword and is more resistant to brute-force attacks).

e Use a polyalphabetic cipher to introduce more complexity.

o Hide the key or shift in an obscure location, such as in an unrelated document or artifact,
so that anyone trying to decrypt the message would not have easy access to it.

6. D